Core Layer Switches

Background:

As part of the NAIT ICTC Network Design Requirements, Mantacore was contracted to spec out core-layer devices for the second floor of the ICTC Center. These include switches and a firewall. The requirements for core-layer devices are as follows:

Performance:


All core-layer devices will be interconnected with each other, core-layer servers, and distribution-layer devices via high-speed 1000BaseT links.

Security:


Switches will be selected over hubs to prevent traffic from being intercepted by third parties, as well as for performance reasons. Access Control Lists will be used to restrict access to servers and to prevent IP spoofing. A firewall will be used to protect the entire second-floor network from outside attackers.

Manageability:


All core-layer devices must be SNMP-capable, to enable remote management.

Availability:


The key to high availability is redundancy. All core-layer devices will have a redundant backup. All core-layer servers and distribution-layer devices will be linked to core-layer devices via redundant links. The OSPF routing protocol will be used to enable quick convergence times in the event of a failure.

Adaptability:


Devices must be scalable enough to adapt to emerging technologies that may be implemented in the future.

Affordability:


Devices must be as inexpensive as possible.

From the above goals, the following requirements have been determined:

Core-Layer Switches:

1. Must support VLANs

2. Must have a minimum of 15 1000BaseT ports

3. Must support IEEE 802.1q trunking

4. Must support SNMP management protocol

5. Must support IP routing

6. Must support OSPF routing protocol

7. Must support Access Control Lists

8. Want affordability

Core-Layer Firewall:

1. Must support a DMZ

2. Must have a minimum of 3 1000BaseT ports

3. Want affordability

Switch Decision Matrix:
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1. VLANs

Yes

Yes

Yes

Yes

2. Ports

24x10/100/1000

24x10/100/1000

24x10/100

12xGigabit SFP

3. 802.1q

Yes

Yes

Yes

Yes

4. SNMP

Yes

Yes

Yes

Yes

5. IP Routing

Yes

Yes

Yes

Yes

6. OSPF

Yes

No

Yes

Yes

7. ACLs

Yes

Yes

Yes

Yes

9. Cost

$14,486.00

$8,693.00

$8,686.00

$17,386.00

Meet/Exceed/Fail

Exceed

Fail

Fail

Fail


Choice: Cisco Catalyst 3750G-24T-E

Firewall Decision Matrix:
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Yes

Yes

Yes

2. Ports

3 1000BaseT, 2 10/100

3 1000BaseT, 2 10/100

3 1000BaseT, 2 10/100

3. Cost

$20,293 + $4,350.00 = $24,643

$13,043 + $4,350x3 = $26,093

$43,493 + $4,350x3 = $56,543

Meet/Exceed/Fail

Meet

Meet

Meet

PIX-525-UR-GE-BUN + PIX-

1GE-66

PIX-525-R-BUN + PIX-1GE-66 

x3

PIX-535-R-BUN + PIX-1GE-66 

x3


Choice: Cisco PIX-525-UR-GE-BUN + Cisco PIX-1GE-66
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