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	Information technology offers a variety of ways for persons to misuse computers and electronic communications. There have been a number of recent amendments to the Criminal Code to deal with such problems, other problems are not currently regulated, and still others are effectively regulated using existing law. In addition to the offences discussed in this Chapter, this Report discusses criminal law issues in other Chapters as well. The issues surrounding “theft of information” and copyright violation as fraud are discussed in Chapter 4, electronic stalking and harassment, dissemination of hate propaganda and obscenity are discussed in Chapter 6, and the criminal law relating to the interception, search and seizure of communications and computer functions is described in Chapter 8. One of the issues examined in Chapter 8 is law enforcement access to encrypted messages. Encryption is explained more fully at the beginning of Chapter 10, which discusses legal issues relating to the management of public and private encryption key pairs (primarily civil liability issues).


A. Computer sabotage


	Computer sabotage includes not only the destruction of hardware and other tangible items such as tapes, disks and micro�chips, but the erasure, destruction or alteration of the data itself.





	The Criminal Code regulates “corporeal” or physical property� in a number of ways. Traditional offences, for example mischief, provide adequate protection for physical computer items. The offence of mischief in subsection 430(1) of the Criminal Code may be committed where a person interferes with corporeal property by, for example, destroying paper documents, erasing the ink markings therein or destroying tangible computer tapes and disks. The offence of mischief also includes the obstruction, interruption or interference with the lawful use, enjoyment or operation of corporeal property or with any person in the lawful use, enjoyment or operation of such property.� If wilful acts deny a person the lawful use of computer equipment, they would constitute the offence of mischief, since the object interfered with is corporeal. For example, wilfully interfering with the power supply to, or overloading the input capacity of a computer system,� or altering intangible computer data contained on computer tapes, with the result that the programs would not operate properly,� could constitute mischief.





	A particular configuration, pattern or arrangement of electromagnetic impulses, however, even if preserved on some physical medium is not corporeal. Thus its destruction or damage, without concurrent destruction of, damage to, or interference with the physical medium, would not constitute the traditional offence of mischief. In order to resolve this problem, Parliament amended the offence of mischief in 1985 to create a specific offence of mischief in relation to data where a person wilfully and without colour of right, lawful excuse or justification, destroys or alters data, renders it meaningless, useless or ineffective, interferes with its lawful use, interferes with any person who is lawfully using it or denies access to any person entitled thereto.� It should be noted that this law not only includes within its scope unauthorized destruction of data, but also unauthorized alteration of data.�





	Classification of these new offences as “mischief” also makes applicable other related mischief provisions. For example, subsection 430(2) provides that mischief that causes actual danger to life is a separate and more serious crime. Subsection 430(5.1) provides for an offence where one wilfully does an act, or omits to do an act that is one’s duty to do, if that act or omission is likely to constitute mischief causing actual danger to life or mischief in relation to property or data. This provision can be used where an act (e.g. insertion of a “logic bomb”) has not yet caused damage or interference, but is likely to do so.





	It should be noted that the offences include within the scope of protection not only data in the system or in transmission but data in computer media which may not, at the relevant time, be in direct association with the computer system (e.g. data stored on a disk that is not in the computer).





	Safeguards designed to exclude the accidental or otherwise lawful alteration, destruction or interference with use of data and the intentional alteration or destruction of one’s own data have been included in the definition of the offence. It is necessary that the conduct be performed “wilfully;”� that is, either (i) knowingly and intentionally, or (ii) with the knowledge that the conduct will probably cause the event to occur and with subjective recklessness as to whether the event occurs.� Furthermore, subsection 429(2) provides that no person can be convicted of mischief if he or she “acted with legal justification ... excuse or ... colour of right.” A colour of right would include any situation where the person, although mistakenly, honestly believed that he or she had a right to destroy, alter or interfere with the data.�


B. Creating and disseminating computer viruses


	Computer viruses and other similar malicious program code have the potential of shutting down computer systems, destroying data and interfering with system privileges of authorized users. Although virus checking programs are available to help identify such code, they are constantly requiring updates as new viruses are being created regularly, some with the ability to “trick” virus checking programs. Programs that do not check for specific viruses, but instead for the actions of a virus, such as a “write to a drive,” are beneficial with the exception that they tend to slow down system performance.





	One of the major problems with virus checking is the requirement for constant revision of anti-viral code to combat new viruses. The Virus Information Summary List, a San Jose, California organization that tracks computer viruses, estimates the appearance of 500 new viruses in 1994, bring the total known to 3,000.





	The Internet has provided the world with a new global marketplace in which electronic commerce is the new way of doing business. In doing so, the opportunity to create widespread chaos with the insertion of malicious code is further enhanced. Because of the vast communications networks, damaging computer code can spread worldwide with little or no warning. Jurisdictional problems would also impede detection and legal action. Furthermore, even if protection is taken at one site, failure to do so at another cancels the previous effort. Possibly, the most vulnerable aspect of world wide computing is electronic mail. It is very easy to attach a virus to a piece of electronic mail that will automatically execute upon opening of the mail.





	Bulletin board systems offer the ideal location to distribute malicious code with detection being very difficult. Once a virus program is on an electronic bulletin board, there is the possibility that it will be further disseminated to other users of board without their knowledge and perhaps without the knowledge of the system operators (sysops). BBSs generally allow individuals to upload information (including messages and programs infected with viruses) and to download information. By permitting downloads, is the system operator (sysop) knowingly distributing viruses? He or she may not even be present at the time of downloads. This becomes more of an issue if the board is extremely active. Secondly, if the code is attached in a piece of e-mail is it incumbent upon the sysop to examine the e-mail? As such, without any contractual arrangement to permit examination, is the e-mail being intercepted by this examination or monitoring, possibly in contravention of various laws concerning the interception of communications?





	There exists no specific law in Canada to prohibit the creation or dissemination of computer viruses. Nevertheless, an offence occurs when someone uses these programs to cause mischief to data as described in section 430(1.1) of the Criminal Code. Likewise, the distribution of a virus might constitute an offence under subsection 430(5.1), even if it has not yet caused any damage or interference (see discussion above under “computer sabotage”). In some circumstances, the offence of attempt may be applicable. Section 24 provides that a person commits attempt if that person, showing an intent to commit an offence, does or omits to do anything for the purpose of carrying out the intention, provided that the act or omission is not mere preparation to commit the offence and is not too remote to constitute an attempt. It is arguable that, once the person has inserted the virus into the system, the person has gone beyond mere preparation and embarked on execution. There is nothing left for the person to do; only time or another event will activate the virus, as preprogrammed by that person. Therefore, these offences currently cover harm caused by viruses, as well as distribution in some circumstances.





	The enactment of specific offences of creation, or dissemination, of a virus raise a number of policy issues, which are beyond the scope of this paper.


C. Computer fraud and other economic crimes


	There has been much publicity in the media concerning the use of computer communications systems to aid in the commission of criminal offences. Some forms of computer fraud can occur involving the manipulation of programs and data at a computer facility with the result that money or goods are fraudulently transferred. These include the offence of theft or fraud of money between bank accounts or from automated teller machines, for example.





	With the spread of computer communications systems, computer users can log onto computers that offer discussion groups or message centres. It is through this medium, that persons committing fraud may place advertisements enticing persons to send them money for various reasons. This type of fraud is not different in technique than fraudulent offers received through the mail or telephone.





	These forms of crime are really traditional crimes committed with the assistance of computers. They include offences such as theft, fraud and conversion (embezzlement) of property (e.g., money or a deposit credit), offences in relation to misuse of credit or bank cards, breach of trust or abuse of confidence, and forgery and related offences.





	The new computer environment does not cause difficulties in respect of the commission of these traditional crimes. Canadian courts have held that anything that can be considered as property, including a credit in a bank account, can be the object of theft or fraud.� The offence of fraud is not restricted to deceit of a person, but includes deprivation of property, money or valuable security “by deceit, falsehood or other fraudulent means.”�  The words “other fraudulent means” include other means which can properly be stigmatized as dishonest, and this concept does not require that there be some form of relationship or nexus between the accused and victim.� Amendments in 1985 to the definition of “document” in s. 321 of the Criminal Code make it clear that the forgery offences apply to computer documents.


�
D. Unauthorized entry into or use of computers


	There has been some debate over whether a computer hacker, or authorized user, who gains unauthorized access to a computer system, or particular files, with the purpose merely to browse files or use the processing power of the computer, and who does not actually damage any files or data, should be subject to criminal sanction. 





	An analogy to unauthorized entry into or use of computers might be trespass onto private property, which is not a criminal offence, except under s. 177: “Every one who, without lawful excuse ... loiters or prowls at night ... near a dwelling-house” situated on private property commits an offence.





	Another analogy might be the offence of being unlawfully in a dwelling-house or breaking and entering into a place. Both these offences require “intent to commit an indictable offence,” although the Code provides that evidence that an accused broke and entered a place or unlawfully entered or was in a dwelling-house is, “in the absence of evidence to the contrary” proof of the above conduct and that the accused intended to commit an indictable offence therein. The Code defines an entry to occur, in part, as soon as “any part of his body or any part of an instrument that he uses is within any thing that is being entered.” Due to the definitions of the key terms in these sections, these offences will not apply to unauthorized entry into computer systems.





	The unauthorized access to computer systems has several implications beyond the possibility of the loss or destruction of data. For example, a computer hacker or authorized user of the system may have no right to examine information that may be contained in a computer. Further, the use of computer time may be a scarce resource to the organization and the hacker or user has no right to “steal” this time. A computer hacker may be using a communication link into the computer system that an authorized user cannot use, thus causing the loss of productivity. Computer hackers often trade account information on computer systems they break into. The computer hacker who originally compromised the computer system may pass this information to another hacker via an electronic bulletin board system. That second hacker may be more malicious and seek to destroy data on the compromised computer system.





	A number of offences of general application have been held to apply in some circumstances. For example, where an account number has been assigned to a lawful user and a person falsely represents himself as having authority to debit the account and use computer time, the person may be prosecuted for fraud under section 380 of the Criminal Code. Prosecutions in respect of the offence of fraud have been successfully undertaken based on the monetary worth of the service debited to the lawful user’s account.� Where a person falsely assumes the identity of a lawful user, a charge of personation under section 403 of the Criminal Code may be applicable.� In some countries, such as the United States, general theft provisions have in some instances been held to be applicable to the “theft” of computer time, due to the particular nature of the wording of the provisions.� In Canada, it is possible that a charge of theft of electricity may be possible under s. 326(1)(a) of the Criminal Code. However, it has been held that the offence of theft of telecommunication services, in s. 326(1)(b), is not directly applicable for the misappropriation of computer time, as a computer is not a “telecommunication facility.”�





	Since computer time or services has economic value, it is logical that its misappropriation should be sanctioned as equally as are the misappropriation of other things of value of which a person can be deprived. A specific prohibition was created in 1985 in respect of the obtaining of “computer services” if the services are acquired dishonestly and without a colour of right. Paragraph 342.1(1)(a) of the Criminal Code provides that it is an offence to fraudulently and without colour of right obtain, directly or indirectly, any computer service.





	The obtaining of computer services or time is one aspect of the broader concept of unauthorized use of computer systems. Another issue is whether and to what extent should the law penalize the mere unauthorized use of a computer system? Unlike the obtaining of computer services or time, this type of use may not result in deprivation of use or of monetary value to the owner (other than electricity consumption costs). Essentially, the interest to be protected is the value of exclusive use of a computer system for its owner.





	One advantage of criminalizing unauthorized use is that it attaches liability at a stage prior to the actual causation of more serious types of harm. Given the highly sensitive and critical uses to which computer systems can be employed, the potential for the manifestation of actual harm is great. However, any offence of “unauthorized use” would require safeguards to ensure that criminal sanctions only attach to those situations that are regarded by society as involving moral turpitude. Moreover, criminal liability should not attach to persons who, acting innocently, honestly believe that they have authority to use a computer.





	Paragraph 342.1(1)(c) of the Criminal Code proscribes an offence of unauthorized use of a computer system. A number of safeguards distinguish criminal from non-criminal conduct. To be guilty, a person must act fraudulently and without colour of right. The concept of dishonestly imports that element of moral turpitude that gives crimes their special character, distinct from other unauthorized conduct. The addition of the concept “without a colour of right” (i.e., without an honest belief that one has a right) addresses the situation of the person who honestly, but erroneously, believes that he has the authority to use the computer system in the manner in which he actually used it.





	In addition, there is a further requirement that the computer system be used with the intent to cause other types of computer abuses or harm. These abuses or harms include destruction of a computer system, destruction or alteration of data, interference with the lawful use of a computer system or data, unauthorized obtaining of computer services or interception of a function of a computer system. It would not be an offence to gain access to or otherwise use a computer system without the further intent to cause the types of harm specified.





	These offences apply equally to outsiders and employees. Given these safeguards, it is important for employees and owners of computer systems to set ethical guidelines for users regarding proper and improper conduct in respect of the use of the computer systems. An honest, even through erroneous, belief in a right to use the computer system will always negate criminal liability.�


E. Prohibited interception of communications of a computer


	The intrusion into the computer system, interception of communications or gaining knowledge of other inner�workings or functions of a computer system represents a violation of privacy, even if there is no alteration or destruction of, or interference with the use of data. This conduct is similar to interception of “private communications,” such as telephone or other conversations between two people, which is prohibited by section 184 of the Criminal Code. However, it is uncertain to what extent this provision would apply to all forms of computer communication, due to the requirement that the communication be between persons. As one author has commented:





... the ordinary laws prohibiting theft of telecommunication services or interception of private communications would not cover many instances of accessing or otherwise gaining knowledge of the communication of data or other internal processes (i.e, functions) of a computer system. The ordinary wiretap or electronic surveillance offence arguably applies where two persons, by means of telecommunication, link their computers together and communicate with one another. This law would probably not apply, however, to the following situations: communication between two computer systems belonging to the same person; two computers communicating with one another rather than with the persons who own them; one computer system communicating with itself; or communication between a computer and a person.�





	With the increasing inter�relations, and difficulty in distinguishing, between telecommunication systems and computer systems, it was important that the law adequately protect both computer systems and their communications from unauthorized surveillance. Therefore, in 1985 paragraph 342.1(1)(b) of the Criminal Code was enacted. It provides that “every one who, fraudulently and without colour of right ... by means of an electromagnetic, acoustic, mechanical or other device, intercepts or causes to be intercepted, directly or indirectly, any function of a computer system ...” is guilty of an indictable offence or an offence punishable on summary conviction.” For the purposes of this provision “intercept” includes “listen to or record a function of a computer system, or acquire the substance, meaning or purport thereof.” The term “function” is defined to include “logic, control, arithmetic, deletion, storage and retrieval and communication or telecommunication to, from or within a computer system.”





	Generally, one can only “intercept” a function of a computer system if there is some aspect of communication, either internal or external, engaged in by that system. This can include communications within the system or between systems, and even the reception of inadvertent electromagnetic broadcasting of radiation from computer peripherals.





	Again, as with the other offences in section 342.1, the interception must occur “fraudulently and without a colour of right” (see earlier discussion). In Chapter 8, we discuss interception of private communications at greater length in the context of computer searches and privacy.


F. Trafficking in passwords, digital signatures and encryption keys


	Computer and telecommunications security is often based on the use of some unique recognition system such as the use of a user account number followed by an individual password. Security can be further enhanced by encrypting data using an encryption key. An encryption key is a sequence of alphanumeric characters that is used by an encryption program to transform the data into an unreadable format. The data must be decrypted using the same or another encryption key in order to be readable again. Digital signatures are used as a means to authenticate a message as coming from a particular person or organization.





	Computer hackers and other criminals want to obtain information about passwords, encryption keys and the like in order to make the compromising of computer systems easier to carry out. Once obtained, this information is often traded on computer bulletin-board systems in return for other password information. Recent information obtained by the Ottawa RCMP shows that bulletin board systems can contain files with complete password and account information that help computer criminals illegally access computer systems.





	Often the forum in which this information is exchanged is clearly criminally oriented. For example, a computer bulletin board system may be run by a group of computer hackers, and much of the communication and information on that system is intended to help persons compromise computer systems.





	At present, there is no law that specifically prohibits the distribution or trafficking in computer account and password information.





	A similar situation has arisen in regards to the trafficking of credit card and payment card information. Interpol has considered this issue and a resolution urges national governments to prohibit the trafficking of credit card account information.





	The Department of Justice is examining the possibility of enacting a new offence of unlawfully trafficking in computer passwords, digital signatures, encryption keys and credit card and payment card access numbers and codes. (It should be noted that while it is not a criminal offence, the Export and Import Permits Act sets out an Export Control List, which limits what kinds of items can be lawfully exported from Canada. Item 1150 on the list prohibits the export of certain encryption technologies.)


G. Possession of computer hacking tools


	There is a host of computer software available through computer bulletin board systems and other fora that is designed to be used exclusively to facilitate the unauthorized use of computer systems. For example, “Demon Dialler” programs can be programmed to dial any telephone number in a specified range and record those numbers where a modem tone is detected. Other programs are designed to dial computer systems and try to break into accounts by using a master list of common passwords. Still others are designed to secretly record computer keystrokes in the hopes of obtaining account passwords or to manufacture easily destructive computer-virus programs. These programs are written by sophisticated computer programmers/hackers and many of these programs are as professional looking as any commercially available software.





	There have been many cases where police have seized computer equipment as a result of a search warrant. These types of programs have been found on the seized computers. However, there is no authority for the police to erase such programs from seized computer equipment, as the programs in many cases are not illegal.





	There is no law in Canada which prohibits the use, possession or distribution of computer hacking programs. However, where the program is such that it is primarily useful for obtaining the use of a telecommunication facility or service, its manufacture, possession, sale or distribution is prohibited by section 327 of the Criminal Code.� Some people have urged that a similar offence should be enacted in respect of devices and programs the design of which is primarily useful to unlawfully access computer systems.





	Analogous provisions are section 351 and 352 of the Criminal Code which make it an offence to possess any instrument suitable for the purpose of breaking into any place, motor vehicle, vault or safe, or coin-operated device or currency-exchange device under circumstances that give rise a reasonable inference that the instrument has been used or was intended to be used for any such purpose. The burden for proving the individual has a lawful excuse to possess such instruments is on the accused.


H. Summary


	The Criminal Code creates a variety of offences that have general application, and can be useful in an electronic context. In addition, the Code has been amended a number of times in recent years to deal specifically with misuse of information technology. Computer sabotage, including the destruction of hardware and erasure, destruction or alteration of data or dissemination of computer viruses can be prosecuted under mischief provisions. The specific offence of mischief in relation to data requires that the conduct be wilful and without lawful excuse. For example, if an individual honestly, though mistakenly, believed that he or she had a right to alter or destroy data, this would not be mischief.





	Electronic economic crimes can be prosecuted using traditional offences such as fraud, theft, forgery, breach of trust and so on. Amendments to the Criminal Code in 1985 make it clear that forgery applies to computer documents. Canadian courts have found that credit in a bank account, or anything else that can be considered property, will be protected by these provisions. 





	Unauthorized entry into a computer system can be prosecuted as fraud if a person falsely represents him or herself to be as having authority to debit the account and use computer time. Where a person falsely assumes the identity of a lawful user, a charge of personation may be in order.





	The Code makes it an offence to fraudulently and without colour of right to obtain any computer service, and to use a computer system in an unauthorized fashion. To be guilty of this latter offence, it is necessary that the person act fraudulently, without lawful excuse and with an intent to cause harm.





	At present, there is no offence for distribution or trafficking in computer account numbers, passwords or encryption keys or for the use, possession or dissemination of computer hacking programs. However, the Code prohibits the manufacture, possession, sale or distribution of a program that is primarily useful for obtaining the use of a telecommunication facility or service.








�



ENDNOTES





Ch. 7: Criminal Misuse of Computers		


ITSS Legal Issues Working Group		� DATE  \l �4/13/2004�











	 7-� PAGE �7� 





		











	7-� PAGE �1�








�.	Although the general definition of “property” in s. 2 of the Criminal Code includes intangibles such as a bank deposit credit, the term “property” for the purpose of Part XI, concerning criminal damage to property, has a more limited meaning and is defined in s. 428 as “real or personal corporeal property.”


�.	Para. 430(1)(c) and (d): “(c) obstructs, interrupts or interferes with the lawful use, enjoyment or operation of property, or (d) obstructs, interrupts or interferes with any person in the lawful use, enjoyment or operation of property.”


�.	Example: Regina v. Christensen (1978), 26 Chitty’s L.J. 348 (Alta. S.C.)


�.	R. v. Turner (1984), 13 C.C.C.(3d) 430 (Ont. H.C.J.)


�.	Sub. 430(1.1)


�.	Para. 430(1.1)(a); see also Computer Misuse Act 1990, U.K. c.18, s.3 and s.17(7)


�.	Sub. 430(1.1)


�.	Sub. 429(1) extends the definition of “wilfully” to include subjective recklessness


�.	Portions of the above have been taken from: Piragoff, “Computer Crimes and Other Crimes against Information Technology in Canada” (1993), 64 International Review of Penal Law 201


�.	E.g., R. v. Scallen (1974), 15 C.C.C. (2d) 441; R. v. Hardy (1980), 57 C.C.C. (2d) 73


�.	Section 380 Criminal Code


�.	R. v. Kirkwood (1983), 5 C.C.C. (3d) 393 (Ont. C.A.). See the discussion of this case in Chapter 4D.


�.	Example: R. v. Marine Resource Analysts Ltd. (1980), 41 N.S.R. (2d) 631 (Co. Ct.)


�.	The “advantage” to the personator within the meaning of sub. 403(a), or “disadvantage” to the other person within the meaning of sub. 403(c) is not restricted to pecuniary or economic terms: R. v. Hetsberger (1980), 51 C.C.C. (2d) 257 (Ont. C.A.); Rozon v. The Queen (1974) 28 C.R.N.S. 232 (Que. C.A.)


�.	State v. McGraw, 459 N.E. 2d 61 (Ind. App. 21 Dist. 1984), contra People v. Weg, 113 Misc. 2d 1017, 450 N.Y.S. 2d 957 (Crim. Ct. 1982)


�.	R. v. McLaughlin, [1980] 2 S.C.R. 331


�.	Portions of the above have been taken from: Piragoff, “Computer Crimes and Other Crimes against Information Technology in Canada” (1993), 64 International Review of Penal Law 201


�.	D. Piragoff, “Computer Crimes and Other Crimes against Information Technology in Canada” (1993), 63 International Review of Penal Law 201.


�.	See R. v. Duck (1985), 21 C.C.C. 3d 529 (Ont. Dist. Ct.)








