Incident Specific Procedures:

After interviewing key members of NAIT, Mantacore has devised the following backup/recovery strategies that will assist NAIT in meeting its business and technical goals. 

Disaster Scenarios:

1. Data Loss: No matter what technology is employed, failures can happen. Without having in place excess redundancy, a backup strategy can be in place that will allow for same day business recovery from a disaster. A Data Loss backup strategy should be implemented using a DLT Tape backup. The following Schedule and procedures are recommended:

· Monday: Differential

· Tuesday: Full:

· Wednesday: Differential

· Thursday: Differential

· Friday: Full

· Saturday: Differential

· Sunday: Differential

Two full backups are recommended. This may seem excessive and can be modified to meet your specific business needs and cost structure, but our experience shows us that 2 full backups within a weeks period gives a customer a 3 nines (99.9) data reliability factor.

Tuesday is chosen because experience has shown us that the most changes to a data system happen on the first two days of a work week. Employees sometimes work at home and then store data when they return on the Monday, and work that has been pending over a weekend is inputted on a Monday/Tuesday. 

Friday is chosen for obvious reasons to backup business critical data that occurred during the work week.  

It is also recommended that all full backups be taken off site and stored in a secure, and natural disaster proof facility. This ensures the quickest recovery from any type of disaster that may occur. All other backups should be stored in a disaster proof safe, not necessarily off-site, but away from the data store that it is backing up. It makes no sense to keep the safe where the backups are stored in the location you are trying to protect. We also recommend the following:

· Completing bi-monthly tests backup integrity checks. This will ensure that the backups are completing successfully. This is the only true way of determining that a successful backup has occurred.   

· Completing monthly recovery practices. This schedule keeps persons responsible and up to date on any wrinkles that occur during a recovery so that in an actual use case, the recovery can be completed efficiently and effectively in a timely manor. 

2. Virus/Worm infection: As in anything, proof speaks louder than words, A world leading Anti-Virus maker: McAfee provides a map of current virus/worm infections happening around the world:
http://us.mcafee.com/virusInfo/default.asp 

The VIRUS MAP shows a global view of the number of companies who have been attacked by different electronically and who have submitted the results to McAfee. This is just one Anti-Virus Product and those infected have chosen to publish the results. To have an attitude that this will not happen to our organization is irresponsible to your employees and customers. 

The problem with a virus/worm infection is what do you do once you are attacked. Anti-Virus software is only effective if you are not one or the first ones attacked because then virus definitions for Anti-Virus software can be made and enforced.  Mantacore’s experience has shown us that recovery is not the issue because these attacks are recoverable. The issue is how best to plan for a quick recovery and how to mitigate loss of business. 

Experience has shown us that quick recovery comes from a divide and conquer approach. In network terms that means, the hierarchical manor in which we have chosen to design the ICTC Center will greatly assists in this strategy. The links between the Core, Distribution, and Access Layer are well known and can be isolated when an attack occurs. 

For example, worst case scenario is that a server on the core layer (example DHCP) which is accessed by all users becomes infected. That means that the virus/worm has the opportunity to propagate to all systems. In this case, finding the source of the infection is the most difficult and time consuming part. To expedite the search for the source, as well as in recovery, the connecting links between the different layers can be severed and the infection dealt with on a smaller more manageable level. 

Once the links are severed, virus recovery software can be put into action and the “clean-up” can begin. Once all systems are clean, the interconnecting links can be re-established and normal business can resume. A problem that could have taken days, weeks, or even months to solve (depending on the size of the company), is now solved within a less than one business day.  

3. Recovery from a Hardware Failure: No matter how much is spent on hardware, eventually it will fail. Recovery from such an event depends only on how much the corporation is willing to lose in lost productivity hours. If there are certain business critical applications that need specifc hardware to run, then Mantacore suggests purchasing 2 of the specific hardware if affordable. 
4. Recovery from Critical Server Failure:

All Server Images are to be backed up on a twice monthly backup schedule. This way if the server should fail from software, the machine can be up an running within 3 hours (testing included) of failure. If a piece of hardware on the server should fail, RAID 5 is implemented on all hard drives so that it can withstand 1 failure. All data is also backed up on a regular basis as indicated above. 

5. Recovery from Critical Link Failure:

Access Layer Switch: The only failure which would result in a loss of business critical time. 1 Replacement is kept on hand in case of emergencies. That equates to 1 24 port backup switch for 14 classrooms. If a loss of network activity is seen throughout a classroom, then the likely cause is a failing switch, the replacement switch can be installed and configured in less than an hour.

Distribution Layer Switch: Because we chose a hierarchical web, a failure at the distribution layer would have little of no effect on users unless the BW utilization is unusually large. The 2 switches that load balance would see an increase of around 50% utilization. A replacement could be ordered and installed with little or no downtime to the users. 

Core Layer Router: Because we chose a hierarchical web, a failure at the core layer would have little of no effect on users unless the BW utilization is unusually large. The 2 switches that load balance would see an increase of around 50% utilization. A replacement could be ordered and installed with little or no downtime to the users.
