[image: image45.png]Mantacore Consulting






1. Executive Summary:









(page 3)
1.1. Overview:









(page 4)
1.1.1.1. About Mantacore Consulting  





(page 4)
1.1.2. About The Northern Alberta Institute of Technology 



(page 5)
1.2. Objective: 









(page 6)
1.3. Scope: 










(page 9)
1.4. Design Requirements:  








(page 9)
1.5. Organization:  









(page 10)
2. Project Development Process:  







(page 11)
2.1. Timeline:  









(page 12)
2.1.1. Mantacore Hours Breakdown: 






(page 12)
2.1.1.1. Mantacore Group 







(page 12)
2.1.1.2. Mantacore Submission 






(page 13)
2.1.1.3. Phillip Bock 








(page 13)
2.1.1.4. Suzette Chin 








(page 14)
2.1.1.5. Paul Gillis 








(page14)
2.1.1.6. Michael Kasa







(page 15)
2.1.1.7. Mantacore Total 







(page 15)
2.2. Phases:  









(page 16) 
2.3. Survey of Deliverables:  







(page 18)
2.4. Project Status Report: 








(page 19)
3. Resources:  










(page 21)
3.1. Hardware Software  








(page 22)
3.2. Human:  









(page 22)
3.3. Budget: 









(page 22)
3.3.1. HR: 









(page 22)
3.3.1.1 Core 








(page 22)
3.3.1.2 Non Core








(page 23)
3.3.2. Hardware: 








(page 24)
3.3.3. Subtotals: 









(page 24)
3.4. Resource Assumptions:  







(page 25)
3.4.1. ISD 









(page 25)
3.4.2. Corporate









(page 26)
3.4.3. Program









(page 27)
3.4.4. Legal 









(page 27)
3.4.5. Cabling (TELUS)








(page 27)
3.4.6. Shipper 









(page 28)
3.4.7. Software 









(page 28)
4. Analysis: 










(page 29)
4.1. Data Modeling:  








(page 30)
4.1.1. Network Traffic Measurement Plan  





(page 30)
4.1.2. Characterizing Network Traffic  






(page 32)
4.1.3. Traffic Matrix  








(page 33)
4.2. Interviews: 









(page 33)
4.2.1. Precursor Email(s)   







(page 33)
4.2.2. Interview Checklists   







(page 37)
4.2.3. Corporate   








(page 41)
4.2.4. ISD   









(page 44)
4.2.5. Program   









(page 48)
4.2.6. NAITSA   









(page 51)
5. Logical Description:  








(page 53)
5.1. Logical Topology:  








(page 54)
5.2. Protocol Recommendation:  







(page 56)
5.3. Address and Naming:  








(page 57)
5.4. Network Management Architecture:  






(page 64)
5.5. Security Policy and Procedures:  






(page 65)
5.5.1. Security Policies and Procedures:  






(page 65)
5.5.1.1.1. Audit Policy   







(page 65)
5.5.1.1.2. Internet   







(page 66)
5.5.1.1.3. Password   







(page 67)
5.5.1.1.4. Server   







(page 69)
5.5.2. Acceptable Use Statement:  






(page 70)
5.5.2.1.1. General   







(page 70)
5.5.2.1.2. Student   







(page 72)
5.5.3. Special Access:  








(page 74)
5.5.4. Wireless:  









(page 76)
5.5.5. Incident Specific Procedures:  






(page 76)
5.5.6. Connection Requirements:  






(page 78)
5.5.6.1.1. VPN Access   







(page 78)
5.5.6.1.2. Modem Connection  






(page 80)
5.5.7. PIPEDA: 









(page 80)
5.6. Wireless Site Survey: 








(page 80)
6. Physical Network Description:  







(page 85)
6.1. Cabling:  









(page 86)
6.2. Access Layer Devices: 








(page 89)
6.3. Distribution Layer Devices:  







(page 98)
6.4. Core Layer Devices:  








(page 104)
6.5. Wireless Devices:  








(page 106)
7. Implementation and Test Plans: 







(page 109)
7.1. Test Phase Network:  








(page 110)
7.1.1. Goals for the Design and Testing Project   





(page 110)
7.1.2. Network Applications   







(page 110)
7.1.3. Testing Methods Used    







(page 112)
7.1.4. Testing Starting Points    







(page 112)
7.1.5. Netrule Simulation    







(page 115)
8. Appendix:  










(page 117)
a) Wireless Site Survey Results  







(page 118)
b) Criminal Misuse of Information Technology 





(page 120)
c) PIPEDA   









(page 125)
d) Routing Protocol Chart  








(page 126)
Executive Summary

1. Executive Summary:

1.1. Overview:

1.1.1.1. About Mantacore Consulting

Mission Statement
We strive to exceed our customer’s expectations through excellence in computer network services by bringing the latest in technology and innovation to our clients.

Our Company:

We provide professional expertise in:

· Network design

· Network infrastructure

· Network optimization

· Enterprise Server implementation utilizing all modern operating systems

Our Goals:

· To integrate our core expertise to deliver business solutions that drive clients' market leadership by ensuring IT investments are aligned with business strategies.

· To be flexible enough to meet all design goals, yet stringent enough to keep within time and budget allowances

· To achieve complete customer satisfaction in all our dealings

Our Values:

At Mantacore Consulting, our core values and beliefs provide a solid foundation for everything we do.

· We strive to exceed customers expectations

· We recruit employees based on professionalism, expertise and experience
· We use the latest technological innovations to maximize efficiency

· Maintaining our flexibility through autonomy of operating units

· Our flexibility allows us to adapt to customers, industry, and technology

Organizational Chart:
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1.1.2. About The Northern Alberta Institute of Technology

Mission Statement:

To anticipate and meet the needs of students and the economy by combining outstanding applied education with a human touch.

General Description:

NAIT confers certificates, diplomas, and applied degrees. The Institute offers over 190 programs including 32 apprenticeship offerings. Over 1,200 continuing education courses are also available

History:

Planning for NAIT began in the early 1960s as part of a federal and provincial government joint initiative to create a technical infrastructure that would support Canada’s rapidly diversifying economy. 

Construction of NAIT began in January 1962. Built at a cost of more than $14.5 million, NAIT was a mega-project in its time. 

On October 1, 1962, under the leadership of President W.A.B. Saunders, NAIT enrolled its first class of 29 communication electrician apprentices, although the Institute’s official opening was not held until May 27, 1963. In September 1963, the first full-time students enrolled in two-year diploma and one-year certificate programs, some of which were unique in Canada. Demand for training grew so rapidly that NAIT undertook its first major expansion only one year after opening. 

Other major expansions to NAIT occurred in 1965, 1974, 1976, 1977 and the early 1980s. A substantial land acquisition in 1987 laid the foundation for orderly campus development for the future. In 1990, NAIT assumed responsibility for Westerra Institute 

In 2001, NAIT officially launched the NAIT Campaign to raise $14 million to support the development of the Centre for Information and Communications Technology, Centre for Welding Technology, Centre for Chemical Studies and Student Awards Program. 

The NAIT Campaign was the largest fundraising effort in NAIT's history and concluded in June 2002 with a total amount raised of $24 million - $10 million over the original goal. Major highlights included the opening of the NAIT HP Centre for Information and Communications Technology that has boosted NAIT's ICT-related enrolment by 700 full-time students to more than 1,600. Also, the campaign far surpassed the goal of $1 million set for the Student Awards Program and raised $3.8 million to create new award endowments and scholarships. 

Goals:

Champion Student Success

• High involvement, expectations and caring by the NAIT community

• Superior customer service

• Alliances that enhance student success

Excel in Teaching and Learning

• Relevant, quality curriculum design

• Innovative program and instructional delivery

• High quality instructor and learner support

• Educational technology that enhances learning opportunities

Optimize the Use of Technology

• Leading-edge technology and equipment in the work environment

• Winning combinations of learning technologies and practical experience

• Partnerships to increase access to leading-edge technology

Advance Enterprise Development

• Being a learning organization

• Anticipating, adjusting and responding quickly to change

• Pursuing diverse sources of revenue
Values:

• People are our most valuable resource

• Leadership makes a difference

• Resources are used in a responsible manner

• Technology is an enabling tool

NAIT SWOT (Strength-Weakness-Opportunity-Threats)

Strength:

· Excellent resources, both human and technological.

· Excellent relationship with industry through partnerships.

· Their hands-on approach to learning well suits their educational goals.

Weakness:

· Their programs are seen as ‘second class’ compared to the University of Alberta’

· Since technology is ever changing, the cost of keeping up with new designs places a hamper on tuition.

· Their broad range of Applied Technology programs doesn’t allow them to easily focus on one spectrum.

Opportunity:

· Because of the recent explosion in IT, NAITs adaptive learning environment allows them to quickly adjust focus depending on industries needs.
· If regulations were to change to allow NAIT to grant degree’s then there perception with the public could change dramatically form a second tier institution to on par with the University.
Threats:

· IT costs could increase such that some of NAITs business goals could be hampered.

· Because of their focus towards present and future changes, Instructors deciding to move to the more lucrative private field may hamper NAITs ability to successfully recruit instructors could be hampered. 

· Smaller more focused technology schools could create market niches within NAIT’s current scope and steal gain market share. 

1.2. Objective:

Introduction

Network infrastructure development of the second floor of the ICTC center for the Northern Alberta Institute of Technology CNT, NET, and TET programs. 

Systems Request Summary

In an effort to design a network infrastructure for the new ICTC center the Computer Engineering and Networking Department is outsourcing the network design phase. If granted the project, Mantacore Consulting will plan, design, and implement the new network. Using NAIT’s focus statement of desiring to be leaders/innovators in technology, our design would maximize this focus using the latest in technology and innovative design. The in-house project sponsor, John Sloan will provide guidance for the duration of the project.
Preliminary Investigation Findings

End User Evaluation: 

Within their current operating environment (NAIT H Wing), CNT/NET and EET instructors have noted that the network becomes over utilized not just during peak operating hours (5-20 minutes after the hour (logoff/logon)). The H-Wing design indicates that there exists two 100 Mbps links to the Gateway located within the Tower complex. Given the status of the current network, we propose that a 1 Gbps (expandable to two) link be installed as the Core backbone to deal with current and future capacity.

1. SCOPE/CONSTRAINTS: 

As outlined in the RFP, the project encapsulates the “design a network infrastructure for the new ICTC center second floor”. As per preliminary design criteria, the second floor will be designed with modularization in mind:

1. The A Pod of the second floor will house the EET. B

2.  B Pod West will house TET.

3. B Pod East will house NET.

4. C Pod will house CNT.

Each pod will house its own individual file server and link to the backbone. Interconnection between floors have been slated as a NAIT IS department responsibility, as well as the individual security restraints for connection to the backbone. Server/client installation are to be placed and connected to each pods switch, with the IS being responsible for software installations

Network performance will meet the following requirements: 

· Access layer max load of 70% utilization.

· Distribution layer max load of 50% utilization.

The wireless portion of the project will encompass minimum 90% access rate for all users on the second floor. We for-see the following design:

· 1 WAP per pod (3 total) and 2 along the main walkway at the rest spots.

· All WAPs will be wired to a centralized DNS server located in B Pod. 

· NAIT IS will be responsible for connecting the WAP’s server to the NAIT backbone. Mantacore proposes 2 100 Mbps lines connected to the backbone. The following are Scalability factors:

Within the scope of non classroom access we believe that no more than 5 100 Mbps lines will be required. If NAIT were to ever connect via classroom activity then the proposed implementation would have to be dramatically upgraded.

2. STRATEGIC IMPACT

The new ICTC centre will expand their ability to meet the increasing demands of the IT industry. Scalability of infrastructure will allow NAIT to meet technology and enrollment expansion. Using leading edge technologies and ideas will allow NAIT to become a definitive leader in providing an instructional environment for IT.   

3. FEASIBILITY

Operational: 

As per discussions with NAIT personal, we believe that certain instructors will be consulted in the location of centralized wiring closets, Distribution Layer router, as well as Application switch/server locations. IS will be responsible for all software configurations with the NAIT domain as well as upgrading current infrastructure that may hinder backbone performance. Completion date will be completed by June 18, 2004.

Technical: 

The project will have no impact on normal business operations. The project requires NAIT to have ordered all required CISCO and HP products by dates outlined in the GANTT chart. The NAIT IS department is responsible for installing Operating systems on all machines as outlined in the GANTT chart so network performance tests can be completed. NAIT will contract out the wiring and have the selected company complete installations as per the GANTT chart. 

Economic: 

Capital expenditures will include NAIT’s direct purchase of CISCO and HP devices. It will also include the accepted contract for the second floor wiring. Consulting fees paid to Mantacore will include all soft costs as well as the programming of the Layer access devices as well as network performance tests.

Schedule: 

· Project start April 11,2004

· As per the GANTT chart, design optimization will be completed by Mantacore professionals May 6, 2004.

· NAIT IS will be given the IP infrastructure diagram May 8, 2004.

·  All Compaq and Cisco devices will be delivered by May 16, 2004 (Shipper Dependant).

· Wiring will be completed by June 11, 2004.

· Network Layer devices and servers will be configured by June 15, 2004.

· IS will have a test room in each pod installed with desired OS environment by May 20, 2004.

· Test pod performance analysis will be completed and optimized by June 6, 2004.

· Pod A completed May 18, 2004 Pod B completed by May 23, 2004 Pod C completed by May 26, 2004.

· Floor performance analysis completed and optimized by July 7, 2004.

· Mantacore consulting completes finished documentation and all project material is transferred over into NAIT’s possession. Project Completeion signoff by NAIT and Mantacore.

4. Recommendations: 

Application layer devices will be connected with 100 Mbps links. Distribution layer devices will be connected with 1 Gbps links. Each pod will have individual connections to the Core layer switch. Each room will have 24 stations with 1 server with the exception of the NET pod which will also have a linux web server. Wireless connectivity will reach up to 85% of all areas with minimum 5 Mbps links over the ‘.b’ environment. 

5. Budget Recommendations: 

Consulting fees are based on a base charge of $15,000 (Mantacore Class C size operation). With an average of $100.00 / hour for all Mantacore professionals. 

A plus/minus three day window will be given on all project completion dates. Any deviation on the part of Mantacore will result in $2500.00 penalty per week. Any date completion before time will result in NAIT providing Mantacore with a $2500.00 bonus per week. Any delays on NAITs part will not result in a penalty, but will result in a re-scheduling of the GANTT chart.  

6. Summary: 

The NAIT ICTC second floor will provide an excellent showcase for the Electronic engineering departments utilizing state of the art CISCO, HP, Microsoft products. This will allow NAIT to be a Canadian wide leader in providing an effective IT learning environment for the people of Alberta now and into the future.      

1.3. Scope:

As per preliminary discussions with Project Coordinator John Sloan, the Scope will encompass the ICTC Center Second Floor Network Design, Implementation, and Testing. Details are specified below. 

1.4. Design Requirements: As indicated by the NAIT Request for Proposal the specific design requirements are as follows:

a) CNT, NET, TET, Wireless, and Instructors wing will represent different distribution areas.

b) Each classroom will be an access layer and separate subnet and VLAN.

c) CNT/NET instructors will be on separate subnet from TET.

d) Gigabit fiber backbone will connect distribution areas to a centralized server farm in WB216A.

e) ISPF will be used as the routing protocol.

f) TCP/IP will be used throughout the campus using the private address space 10.x.x.x

g) NET will use access layer servers (WB216) and distribution layer servers (WB216AA).

h) CNT and TET will use distribution layer servers in W226 and W206 respectively.

i) VPN services for instructors use from their homes. 

j) Instructors offices will connect to their respective program servers through equipment located in W216A.

k) Core network equipment will be located in W216A.

l) 802.11b will be used for wireless connectivity. 

m) Each business incubation site will be in a separate distribution area connected directly to the core. 

n) Technical Design Goals as follows:

i. Access Layer

· Usability

· Affordability

· Performance

· Availability

ii. Distribution Layer

· Availability

· Performance

· Manageability

· Security

· Affordability

iii. Core Layer

· Performance

· Security

· Manageability

· Availability

· Adaptability

· Affordability

1.5. Organization:

1) NAIT Corporate Hierarchy:

[image: image2.jpg]PRESIDENT
S Shaw.
VICE-PRESIDENT
ACADEMIC & STUDENT
SERVICES
P Hunt
DEAN DEAN DEAN DEAN — DEAN
SCHOOL OF SCHOOL OF 'SCHOOL OF DEAN SCHOOL OF S OF DEAN SCHOOL OF
ACADEMIC APPLIED MEDIA & APPLIED SCHOOL OF ELECTRICAL & s SCHOOL OF MECHANICAL &
FOUNDATIONS INFORMATION BULLDING BUSINESS ELECTRONICS B Loll il HOSPITALITY || | MANUFACTURING
& BRIDGING. TECHNOLOGY SCIENCE 7. Cooke TECHNOLOGY ey €. Hughes TECHNOLOGY
M. Rehill G Bridge £ Kuoflor R.Kachman ' R Giroy
DEAN
DEAN APPLIED
SCHOOL OF PN T DIRECTOR CONSULTANT RESEACORAND
RESOURCES & e s RECRUITMENT & ‘ACADEMIC by
ENVIRONMENTAL O EvaTIon 'STUDENT LIFE SERVICES ien
MANAGEMENT ‘A Morrison vacant
Fr € Frandsen R Amsirong





2) NAIT Project Users:
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Project Development Process

2. Project Development Process:

2.1. Timeline:

Below is a detailed listing of our Project Timeline.

Key Points:

· Length: 15 weeks 4 days = 109 days.

· 88 Total Tasks.

· 17 Different Project Milestones.

Below is a graphical representation of our project deliverables (document included in MS Project Format 2003), In the Project Delivery Folder on the attached CD-ROM.
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2.1.1 Mantacore Hours Breakdown:  
The following is the number of hours that Mantacore spends as a group (4 members).

	Mantacore Hours Breakdown:

	

	Mantacore
	52

	Complete Analysis Phase Documentation
	28

	Ex TroubleShooting
	24

	
	


2.1.1.2 Mantacore Submission:  The following is the number of hours that are expected during the sign-off procedures. They are not included within the timeline because they are included within the other points, but require their own hours breakdown.

Mantacore Submission:

	Total
	50

	Analysis Phase
	0

	Analysis Complete
	0

	Order Devices
	0

	Equip Ordering Complete
	0

	Wiring Start
	0

	Pod A Phase 1 Complete
	0

	Pod B Phase 1 Complete
	0

	Pod C Phase 1 Complete
	0

	Pod Inst Phase 1 Complete
	0

	Pod CC Phase 1 Complete
	0

	Wireless Test Complete
	0

	Pod A Final Phase Complete
	0

	Pod B Final Phase Complete
	0

	Pod C Final Phase Complete
	0

	Pod Inst Final Phase Complete
	0

	Pod CC Final Phase Complete
	0

	ICTC Testing Phase Complete
	0

	ICTC Centre Complete Project Signoff
	0


2.1.1.3 Phillip Bock:

	Total
	376

	Create NAIT Questionaires
	32

	Determine Current Network Design
	4

	Create Current Network Testing Procedures
	8

	Complete Current Network Testing
	32

	Compile Current Network Testing
	16

	Determine Wiring Requirements
	12

	Determine Naming Standards
	12

	Deterine Access Layer Components
	12

	Determine Distribution Later Componenets
	12

	Determine Core Layer Components
	12

	Test Core Wiring Phase 1
	16

	Pod A Testing Phase 1
	16

	Pod B Testing Phase 1
	16

	Pod C Testing Phase 1
	16

	Pod Inst Testing Phase 1
	24

	Pod CC Testing Phase 1
	32

	Pod A Testing Phase 2
	16

	Pod B Testing Phase 2
	16

	Pod C Testing Phase 2
	16

	Pod Inst Testing Phase 2
	16

	Pod CC Testing Phase 2
	16

	ICTC Testing Phase 
	24


2.1.1.4 Suzette Chin:

	Total
	258.4

	Create NAIT Questionaires
	32

	Schedule NAIT Corporate Interviews
	1.6

	Schedle NAIT IST Interviews
	1.6

	Schedule NAIT Program Interviews
	1.6

	Schedule NAITSA Program Interviews
	1.6

	Complete NAIT Corporate Interviews
	16

	Complete NAIT IST Interviews
	16

	Complete NAIT Program Interviews
	24

	Complete NAITSA Interviews
	8

	Compile User Questionaires
	16

	Test Wireless 
	16

	Determine Workstation Configurations
	8

	Determine Extra Components
	8

	Determine Wireless Components
	8

	Order Access Layer Equip
	12

	Order Dist Layer Equip
	4

	Order Core Layer Equip
	4

	Order Wirless
	4

	Order Servers
	4

	Order Workstations
	4

	Order Extra
	4

	Create Security Policy and Procedures
	16

	Create Recovery Plan
	8

	Wireless Config
	16

	Wirless Test 1
	24


2.1.1.5 Paul Gillis:

	Total
	376

	Create NAIT Questionaires
	32

	Determine Current Network Design
	4

	Create Current Network Testing Procedures
	8

	Complete Current Network Testing
	32

	Compile Current Network Testing
	16

	Determine Wiring Requirements
	12

	Determine Naming Standards
	12

	Deterine Access Layer Components
	12

	Determine Distribution Later Componenets
	12

	Determine Core Layer Components
	12

	Test Core Wiring Phase 1
	16

	Pod A Testing Phase 1
	16

	Pod B Testing Phase 1
	16

	Pod C Testing Phase 1
	16

	Pod Inst Testing Phase 1
	24

	Pod CC Testing Phase 1
	32

	Pod A Testing Phase 2
	16

	Pod B Testing Phase 2
	16

	Pod C Testing Phase 2
	16

	Pod Inst Testing Phase 2
	16

	Pod CC Testing Phase 2
	16

	ICTC Testing Phase 
	24


2.1.1.6 Michael Kasa

	Total
	300

	Create NAIT Questionaires
	32

	Complete NAIT Corporate Interviews
	16

	Complete NAIT IST Interviews
	16

	Complete NAIT Program Interviews
	24

	Complete NAITSA Interviews
	8

	Compile User Questionaires
	16

	Determine Server Configurations
	16

	Determine Workstation Configurations
	8

	Determine Extra Components
	8

	Determine Wireless Components
	8

	Order Access Layer Equip
	12

	Order Dist Layer Equip
	4

	Order Core Layer Equip
	4

	Order Wirless
	4

	Order Servers
	4

	Order Workstations
	4

	Order Extra
	4

	Create Security Policy and Procedures
	16

	Create Recovery Plan
	8

	Core Equip Config
	16

	Dist Equip Config
	16

	Access Equip Config
	16

	Server Config
	24

	Wireless Config
	16


2.1.1.7 Mantacore Total

	Project Total: 
	1568.4


2.2. Phases:

Below is a listing of all project phases. (Project Milestones are highlighted in bold red):

	Task
	Description
	Days to Completion
	Start Date
	End Date
	Predacessors

	1
	Analysis Phase
	0 days
	4/12/2004 8:00
	4/12/2004 8:00
	 

	2
	Create NAIT Questionnaires
	4 days
	4/12/2004 8:00
	4/15/2004 17:00
	1

	3
	Schedule NAIT Corporate Interviews
	0.2 days
	4/16/2004 8:00
	4/16/2004 9:36
	1,2

	4
	Schedule NAIT IST Interviews
	0.2 days
	4/16/2004 9:36
	4/16/2004 11:12
	3,1

	5
	Schedule NAIT Program Interviews
	0.2 days
	4/16/2004 11:12
	4/16/2004 13:48
	1,4

	6
	Schedule NAITSA Program Interviews
	0.2 days
	4/16/2004 13:48
	4/16/2004 15:24
	5,1

	7
	Complete NAIT Corporate Interviews
	2 days
	4/16/2004 15:24
	4/20/2004 15:24
	2,3,6

	8
	Complete NAIT IST Interviews
	2 days
	4/20/2004 15:24
	4/22/2004 15:24
	7,2,4

	9
	Complete NAIT Program Interviews
	3 days
	4/22/2004 15:24
	4/27/2004 15:24
	8,2,5

	10
	Complete NAITSA Interviews
	1 day
	4/27/2004 15:24
	4/28/2004 15:24
	9,2,6

	11
	Determine Current Network Design
	0.5 days
	4/16/2004 8:00
	4/16/2004 12:00
	1,2

	12
	Create Current Network Testing Procedures
	1 day
	4/16/2004 13:00
	4/19/2004 12:00
	1,11

	13
	Complete Current Network Testing
	4 days
	4/19/2004 13:00
	4/23/2004 12:00
	12

	14
	Compile Current Network Testing
	2 days
	4/23/2004 13:00
	4/27/2004 12:00
	13

	15
	Compile User Questionnaires
	2 days
	4/28/2004 15:24
	4/30/2004 15:24
	10

	16
	Complete Analysis Phase Documentation
	3.5 days
	4/30/2004 15:24
	5/6/2004 10:24
	14,15

	17
	Analysis Complete
	0 days
	5/6/2004 10:24
	5/6/2004 10:24
	16

	18
	Determine Wiring Requirements
	1.5 days
	5/6/2004 10:24
	5/7/2004 15:24
	17

	19
	Determine Naming Standards
	1.5 days
	5/7/2004 15:24
	5/11/2004 10:24
	18

	20
	Determine Access Layer Components
	1.5 days
	5/11/2004 10:24
	5/12/2004 15:24
	19

	21
	Determine Distribution Later Components
	1.5 days
	5/12/2004 15:24
	5/14/2004 10:24
	20

	22
	Determine Core Layer Components
	1.5 days
	5/14/2004 10:24
	5/17/2004 15:24
	21

	23
	Test Wireless 
	2 days
	5/6/2004 10:24
	5/10/2004 10:24
	17

	24
	Determine Server Configurations
	2 days
	5/6/2004 10:24
	5/10/2004 10:24
	17

	25
	Determine Workstation Configurations
	1 day
	5/10/2004 10:24
	5/11/2004 10:24
	24

	26
	Determine Extra Components
	1 day
	5/11/2004 10:24
	5/12/2004 10:24
	25

	27
	Determine Wireless Components
	1 day
	5/12/2004 10:24
	5/13/2004 10:24
	23,26

	28
	Order Devices
	0 days
	5/13/2004 10:24
	5/13/2004 10:24
	27

	29
	Order Access Layer Equip
	1.5 days
	6/3/2004 13:00
	6/4/2004 17:00
	20,28

	30
	Order Dist Layer Equip
	0.5 days
	5/14/2004 10:24
	5/14/2004 15:24
	21,28

	31
	Order Core Layer Equip
	0.5 days
	5/17/2004 15:24
	5/18/2004 10:24
	22,28

	32
	Order Wireless
	0.5 days
	5/13/2004 10:24
	5/13/2004 15:24
	27,28

	33
	Order Servers
	0.5 days
	5/13/2004 10:24
	5/13/2004 15:24
	24,28

	34
	Order Workstations
	0.5 days
	5/13/2004 10:24
	5/13/2004 15:24
	25,28

	35
	Order Extra
	0.5 days
	5/13/2004 10:24
	5/13/2004 15:24
	26,28

	36
	Equip Ordering Complete
	0 days
	5/13/2004 15:24
	5/13/2004 15:24
	35

	37
	Create Security Policy and Procedures
	3 days
	5/13/2004 15:24
	5/18/2004 15:24
	36

	38
	Create Recovery Plan
	1 day?
	5/18/2004 15:24
	5/19/2004 15:24
	37

	39
	Wiring Start
	0 days
	5/11/2004 10:24
	5/11/2004 10:24
	19,18

	40
	Start Core Wiring
	3 days
	5/11/2004 10:24
	5/14/2004 10:24
	39

	41
	Test Core Wiring Phase 1
	2 days
	5/14/2004 10:24
	5/18/2004 10:24
	40

	42
	Start Pod A Wiring
	3 days?
	5/14/2004 10:24
	5/19/2004 10:24
	40

	43
	Start Pod B Wiring
	3 days?
	5/19/2004 10:24
	5/24/2004 10:24
	42

	44
	Start Pod C Wiring
	3 days?
	5/24/2004 10:24
	5/27/2004 10:24
	43

	45
	Start Inst Pod Wiring
	3 days?
	5/27/2004 10:24
	6/1/2004 10:24
	44

	46
	Start CC Wiring
	3 days?
	6/1/2004 10:24
	6/4/2004 10:24
	45

	47
	Pod A Testing Phase 1
	2 days
	6/18/2004 13:00
	6/22/2004 12:00
	42,65,66,67,68,69

	48
	Pod B Testing Phase 1
	2 days
	6/22/2004 13:00
	6/24/2004 12:00
	65,66,67,68,69,43,47

	49
	Pod C Testing Phase 1
	2 days
	6/24/2004 13:00
	6/28/2004 12:00
	65,66,67,68,69,44,48

	50
	Pod Inst Testing Phase 1
	3 days
	6/28/2004 13:00
	7/1/2004 12:00
	65,66,67,68,69,45,49

	51
	Pod CC Testing Phase 1
	4 days
	7/1/2004 13:00
	7/7/2004 12:00
	65,66,67,68,69,46,50

	52
	Pod A Phase 1 Complete
	0 days
	6/22/2004 12:00
	6/22/2004 12:00
	47

	53
	Pod B Phase 1 Complete
	0 days
	6/24/2004 12:00
	6/24/2004 12:00
	48

	54
	Pod C Phase 1 Complete
	0 days
	6/28/2004 12:00
	6/28/2004 12:00
	49

	55
	Pod Inst Phase 1 Complete
	0 days
	7/1/2004 12:00
	7/1/2004 12:00
	50

	56
	Pod CC Phase 1 Complete
	0 days
	7/7/2004 12:00
	7/7/2004 12:00
	51

	57
	Core Equip Ship
	3 days
	5/18/2004 10:24
	5/21/2004 10:24
	31

	58
	Dist Equip Ship
	3 days
	5/14/2004 15:24
	5/19/2004 15:24
	30

	59
	Access Equip Ship
	1.5 days
	6/7/2004 8:00
	6/8/2004 12:00
	29

	60
	Server Ship
	5 days
	5/10/2004 10:24
	5/17/2004 10:24
	24

	61
	Workstation 1 Ship (1/5 total)
	5 days
	5/11/2004 10:24
	5/18/2004 10:24
	25

	62
	Workstation 2 Ship (2/5 total)
	7 days
	5/11/2004 10:24
	5/20/2004 10:24
	25

	63
	Ext Ship
	12 days
	5/12/2004 10:24
	5/28/2004 10:24
	26

	64
	Wireless Ship
	5 days
	5/13/2004 15:24
	5/20/2004 15:24
	32

	65
	Core Equip Config
	2 days
	5/21/2004 10:24
	5/25/2004 10:24
	57

	66
	Dist Equip Config
	2 days
	5/25/2004 10:24
	5/27/2004 10:24
	58,65

	67
	Access Equip Config
	2 days
	6/8/2004 13:00
	6/10/2004 12:00
	59,66

	68
	Server Config
	3 days
	6/10/2004 13:00
	6/15/2004 12:00
	60,67

	69
	Workstation Config 1 (1/5 total Workstations)
	3 days
	6/15/2004 13:00
	6/18/2004 12:00
	61,68

	70
	Workstation Config 2 (4/5 Workstations)
	10 days
	6/18/2004 13:00
	7/2/2004 12:00
	62,69

	71
	Ext Config
	5 days
	5/28/2004 10:24
	6/4/2004 10:24
	63

	72
	Wireless Config
	2 days
	6/4/2004 10:24
	6/8/2004 10:24
	64,71

	73
	Wireless Test 1
	3 days
	6/8/2004 10:24
	6/11/2004 10:24
	72

	74
	Wireless Test Complete
	0 days
	6/11/2004 10:24
	6/11/2004 10:24
	73

	75
	Ex Troubleshooting
	3 days
	7/7/2004 13:00
	7/12/2004 12:00
	56

	76
	Pod A Testing Phase 2
	2 days
	7/12/2004 13:00
	7/14/2004 12:00
	52,75

	77
	Pod B Testing Phase 2
	2 days
	7/14/2004 13:00
	7/16/2004 12:00
	53,75,76

	78
	Pod C Testing Phase 2
	2 days
	7/16/2004 13:00
	7/20/2004 12:00
	54,75,77

	79
	Pod Inst Testing Phase 2
	2 days
	7/20/2004 13:00
	7/22/2004 12:00
	55,75,78

	80
	Pod CC Testing Phase 2
	2 days
	7/22/2004 13:00
	7/26/2004 12:00
	56,75,79

	81
	Pod A Final Phase Complete
	0 days
	7/14/2004 12:00
	7/14/2004 12:00
	76

	82
	Pod B Final Phase Complete
	0 days
	7/16/2004 12:00
	7/16/2004 12:00
	77

	83
	Pod C Final Phase Complete
	0 days
	7/20/2004 12:00
	7/20/2004 12:00
	78

	84
	Pod Inst Final Phase Complete
	0 days
	7/22/2004 12:00
	7/22/2004 12:00
	79

	85
	Pod CC Final Phase Complete
	0 days
	7/26/2004 12:00
	7/26/2004 12:00
	80

	86
	ICTC Testing Phase 
	3 days
	7/26/2004 13:00
	7/29/2004 12:00
	85

	87
	ICTC Testing Phase Complete
	0 days
	7/29/2004 12:00
	7/29/2004 12:00
	86

	88
	ICTC Centre Complete Project Signoff
	0 days
	7/29/2004 12:00
	7/29/2004 12:00
	87


2.3 Survey of Deliverables:

The following is a list of Milestones that was agreed upon by the Mantacore Submission Team and NAIT Corporate for Project Sign-off and Completion Dates. 

Project Milestones:

	Task
	Description
	Days to Completion
	Start Date
	End Date
	Predecessors

	1
	Analysis Phase
	0 days
	4/12/2004 8:00
	4/12/2004 8:00
	 

	17
	Analysis Complete
	0 days
	5/6/2004 10:24
	5/6/2004 10:24
	16

	28
	Order Devices
	0 days
	5/13/2004 10:24
	5/13/2004 10:24
	27

	39
	Wiring Start
	0 days
	5/11/2004 10:24
	5/11/2004 10:24
	19,18

	52
	Pod A Phase 1 Complete
	0 days
	6/22/2004 12:00
	6/22/2004 12:00
	47

	53
	Pod B Phase 1 Complete
	0 days
	6/24/2004 12:00
	6/24/2004 12:00
	48

	54
	Pod C Phase 1 Complete
	0 days
	6/28/2004 12:00
	6/28/2004 12:00
	49

	55
	Pod Inst Phase 1 Complete
	0 days
	7/1/2004 12:00
	7/1/2004 12:00
	50

	56
	Pod CC Phase 1 Complete
	0 days
	7/7/2004 12:00
	7/7/2004 12:00
	51

	74
	Wireless Test Complete
	0 days
	6/11/2004 10:24
	6/11/2004 10:24
	73

	81
	Pod A Final Phase Complete
	0 days
	7/14/2004 12:00
	7/14/2004 12:00
	76

	82
	Pod B Final Phase Complete
	0 days
	7/16/2004 12:00
	7/16/2004 12:00
	77

	83
	Pod C Final Phase Complete
	0 days
	7/20/2004 12:00
	7/20/2004 12:00
	78

	84
	Pod Inst Final Phase Complete
	0 days
	7/22/2004 12:00
	7/22/2004 12:00
	79

	85
	Pod CC Final Phase Complete
	0 days
	7/26/2004 12:00
	7/26/2004 12:00
	80

	87
	ICTC Testing Phase Complete
	0 days
	7/29/2004 12:00
	7/29/2004 12:00
	86

	88
	ICTC Centre Complete Project Signoff
	0 days
	7/29/2004 12:00
	7/29/2004 12:00
	87


2.4 Project Status Report:

As per our interviews, at the very end of each, we asked the following question:

At Mantacore we believe that progress reports allow everyone involved to be kept abreast of challenges, pitfalls and successes throughout the lifespan of the project. Would you be interested in receiving such reports. Our scheduling is as follows:

· Weekly (Includes daily reports and refers back to the original project timeline chart to measure efficiency): (
· Bi-Monthly (Includes reports on weekly status reports and milestone completions):

· Monthly (Includes reports on weekly status, as well as detailed analysis of individual project indicators. These includes costs, labor, man-hours etc.):

We also complete a daily progress reports page that is available on our website along with all above reports that can be found at:

http://www.mantacore.org/projects. 

We will include a NAIT link and password to all parties interested. If you would like certain reports Emailed directly to you, simply add your Email-address to the contact list on the website next to each report. If you have any other questions do not hesitate to contact either of the following:

Michael Kasa

Corporate Development Manager

Suzette Chin

Corporate Liaison Manager

Status reporting will be completed in a formal way by the above 3 points. So to increase productivity, a general report for each will be posted on the Mantacore website under the NAIT heading (http://www.mantacore.org/Projects/NAIT/StatusReports).

All users will be given a user name and password to access the information that he/she requested. This allows our client to be completely up to date. 

Resources 

3. Resources

3.1 Hardware Software

Mantacore will provide all testing software and hardware required to complete the analysis phase.

NAIT is responsible for the following out of scope project requirements:

· The purchasing of all computer licenses as per the date of Workstation Ship as indicated in the Project 

Timeline Part 2.

· Arranging the wiring contractor and scheduling as per the Project Timeline Part 2

·  NAIT ISD is responsible for imaging workstations by the times specified in Part 2.

3.2 Human Resources:

a) Mantacore:

i. Phillip Bock: Chief Information Officer

ii. Suzette Chin: Corporate Liason 

iii. Paul Gillis: Technological Development

iv. Michael Kasa: Corporate Development

b) NAIT:

i. NAIT Legal.

ii. NAIT Corporate.

iii. NAIT ISD.

iv. NAIT Program. 

c) TELUS:

i. Wiring Installation Teams

ii. Wiring Testing Teams (Phase 1)

iii. Wiring Testing Teams (Phase 2)

3.3 Budget:

3.3.1 HR:



3.3.1.1 Core This includes all scheduled Mantacore Employee Budget.

	Mantacore Core HR Budget:

	

	Mantacore Total Hours:
	1568.4

	 
	 

	Personal Project Phase Hours:
	 

	Suzette Chin
	258.4

	Phillip Bock
	376

	Paul Gillis
	376

	Michael Kasa
	300

	 
	 

	Mantacore (4 members)
	52

	Mantacore Hours:
	208

	 
	 

	Mantatacore Submission
	50

	Mantacore Submission Hours:
	50

	 
	 

	Mantacore Hourly Cost: 
	$65.00

	 
	 

	Mantacore Core HR Subtotal:
	$101,946.00

	
	


3.3.1.2 Non Core This includes the part of the timeline scheduled for NAIT ISD, it could be covered by Mantacore but would add 1 week on the time-line. 

	Mantacore Non-Core HR Budget

	

	Total Hours that could be covered by Mantacore:
	 

	Level 1 Hours
	498

	Level 2 Hours
	232

	Level 3 Hours
	176

	 
	 

	Level 1 Hourly Cost:
	$25.00

	Level 2 Hourly Cost:
	$38.50

	Level 3 Hourly Cost:
	$50.00

	 
	 

	Mantacore Non-Core HR Subtotal
	$30,182.00


3.3.2 Hardware: As per project specs, this only includes the NET Lab of Wb216. This does not include distribution layer switches which are not scalable to every room.
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3.3.3 Subtotals:
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3.4 Resource Assumptions:

The following are assumptions that have been mad as per resources. If these were to change in any way, the budget would change. 

a) NAIT  ISD will be available on a consultation process as to decided on the best implementations for NAIT, specific in the time-line.

b) NAIT ISD will be responsible for the imaging and configuring of workstations. The time-line is indicated in the Timeline and any deviation will affect the Project Goals completion dates. 

c) NAIT ISD will be available to complete final analysis testing phase for NAIT Corporate signoff as indicated in the time-line. 

d) NAIT Legal will be available for consultation on the security procedures and documentation development process.

e) NAIT Corporate will be available for milestone sign-offs.

f) TELUS will be available in consultation with Mantacore as to the logical design of the wiring infrastructure.

g) TELUS Test Phase 1 teams will be available in consultation with Mantacore to complete the Wiring Test Phase 1.

h) TELUS Test Phase 2 teams will be available in consultation with Mantacore to complete the Wiring Test Phase 2.

The following is the Resource Assumption Hours Breakdown:

3.4.1 NAIT ISD

	NAIT ISD (2)
	296

	Test Wireless 
	16

	Create Security Policy and Procedures
	16

	Create Recovery Plan
	8

	Server Config
	24

	Workstation Config 1 (1/5 total Workstations)
	24

	Workstation Config 2 (4/5 Workstations)
	80

	Ex Troubleshooting
	24

	Pod A Testing Phase 2
	16

	Pod B Testing Phase 2
	16

	Pod C Testing Phase 2
	16

	Pod Inst Testing Phase 2
	16

	Pod CC Testing Phase 2
	16

	ICTC Testing Phase 
	24

	 
	 

	NAIT ISD 2 (2)
	128

	Server Config
	24

	Workstation Config 1 (1/5 total Workstations)
	24

	Workstation Config 2 (4/5 Workstations)
	80

	
	 

	NAIT ISD 3 (2)
	80

	Workstation Config 2 (4/5 Workstations)
	80

	 
	 

	NAIT ISD 4 (1)
	64

	Ext Config
	40

	Wireless Test 1
	24


	The above  could be covered by Mantacore but would add 5 days on the the Analysis Phase (Stemp 17 Milestone)
	 

	Total Hours that could be covered by Mantacore:
	 

	Level 1 Hours
	498

	Level 2 Hours
	232

	Level 3 Hours
	176


The following is the increase to the Mantacore HR Section of the Budget if ISD is unable to perform assumed duties:
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**  PLEASE NOTE ** The below resource assumptions could not easily be covered by Mantacore, any change in the following assumptions would result in no less than 2 weeks being added to the time-line before the Analysis Milestone sign-off  **

3.4.2 NAIT Corporate 

	NAIT Corporate
	50

	Analysis Phase
	0

	Analysis Complete
	0

	Order Devices
	0

	Equip Ordering Complete
	0

	Wiring Start
	0

	Pod A Phase 1 Complete
	0

	Pod B Phase 1 Complete
	0

	Pod C Phase 1 Complete
	0

	Pod Inst Phase 1 Complete
	0

	Pod CC Phase 1 Complete
	0

	Wireless Test Complete
	0

	Pod A Final Phase Complete
	0

	Pod B Final Phase Complete
	0

	Pod C Final Phase Complete
	0

	Pod Inst Final Phase Complete
	0

	Pod CC Final Phase Complete
	0

	ICTC Testing Phase Complete
	0

	ICTC Centre Complete Project Signoff
	0


3.4.3 NAIT Program

	NAIT Program
	32

	Determine Server Configurations
	16

	Determine Workstation Configurations
	8

	Determine Extra Components
	8


3.4.4 NAIT Legal

	NAIT Legal
	16

	Create Security Policy and Procedures
	16


3.4.5 Cabling (TELUS)

	Telus Install
	156

	Determine Wiring Requirements
	12

	Start Core Wiring
	24

	Start Pod A Wiring
	24

	Start Pod B Wiring
	24

	Start Pod C Wiring
	24

	Start Inst Pod Wiring
	24

	Start CC Wiring
	24

	 
	 

	Telus Test 1
	144

	Test Core Wiring Phase 1
	16

	Pod A Testing Phase 1
	16

	Pod B Testing Phase 1
	16

	Pod C Testing Phase 1
	16

	Pod Inst Testing Phase 1
	24

	Pod CC Testing Phase 1
	32

	Ex Troubleshooting
	24

	 
	 

	Telus Test 2
	80

	Pod A Testing Phase 2
	16

	Pod B Testing Phase 2
	16

	Pod C Testing Phase 2
	16

	Pod Inst Testing Phase 2
	16

	Pod CC Testing Phase 2
	16

	 
	 

	Telus Test Final
	24

	ICTC Testing Phase 
	24


The following is the man-hours assumption made for wiring (deviation of +- 20% )

	Total TELUS Hours Expected      (? Number of persons):
	404

	Approx: (factor of 3 on average)
	1212


3.4.6 Shipper

	Shipper
	332

	Core Equip Ship
	24

	Dist Equip Ship
	24

	Access Equip Ship
	12

	Server Ship
	40

	Workstation 1 Ship (1/5 total)
	40

	Workstation 2 Ship (2/5 total)
	56

	Ext Ship
	96

	Wireless Ship
	40


3.4.7 Software

· Cisco's StrataSphere Modeling and Optimization Tools (Provided by NAIT)
· Cisco's Netsys Tools  (Provided by NAIT)
· CiscoWorks Blue Internetwork Performance Monitor  (Provided by NAIT)
Analysis

4. Analysis:

4.1 Data Modeling:

4.1.1 Network Traffic Measurement Plan

This is the test script used to characterize traffic on the network. The results of this testing are recorded in the next section.

1. Domain Login

1. Start an Ethereal capture on the Domain Controller, filtering only for packets destined to or sourced from the client. (Click Capture->Start. Select the correct interface from the drop-down box. Deselect promiscuous mode, MAC resolution, and transport resolution. Click Capture Filter. Into the Filter string textbox, type '(src host <DC IP> and dst host <Client IP>) or (src host <Client IP> and dst host <DC IP>)', replacing as appropriate. Click OK.)

2. Log onto the domain from the client.

3. Stop the capture, and view the results. (Click Stop. Click Statistics->Summary)

2. Domain Logoff

1. Start an Ethereal capture on the Domain Controller, filtering only for packets destined to or sourced from the client.

2. Log off of the domain on the client.

3. Stop the capture, and view the results.

3. Word – Opening

1. Start an Ethereal capture on the client, disabling any active filters.

2. Open a word document.

3. Stop the capture, and view the results.

4. Word – Editing

1. Start an Ethereal capture on the client.

2. Edit the open Word document, recording the time spent editing.

3. Stop the capture, and view the results.

4. Find average traffic in bps by dividing total data transferred in bits by time in seconds

5. Word – Auto saving

1. Start an Ethereal capture on the client.

2. Watch the status bar at the bottom of the open Word document for an autosave to occur.

3. Stop the capture, and view the results.

6. Word – Saving

1. Start an Ethereal capture on the client.

2. Save the open Word document by clicking File->Save

3. Stop the capture, and view the results.

7. Word – Printing

1. Start an Ethereal capture on the client.

2. Select File->Print in the open Word document.

3. Stop the capture, and view the results.

8. Word – Closing

1. Start an Ethereal capture on the client.

2. Close the open Word document.

3. Stop the capture, and view the results.

9. Email – Accessing

1. Start an Ethereal capture on the client.

2. Open Outlook Express. Wait for it to finish connecting.

3. Stop the capture, and view the results.

10. Email – Opening

1. Start an Ethereal capture on the client.

2. Open an email message in Outlook Express by double-clicking it in the list.

3. Stop the capture, and view the results.

11. Email – Saving

1. Start an Ethereal capture on the client.

2. Save the open email by clicking File->Save.

3. Stop the capture, and view the results.

12. Email – Sending via SMTP

1. Start an Ethereal capture on the client.

2. Create a new message in Outlook Express by clicking File->New Message. FIXME. Enter an appropriate email address into the To textbox. Enter a subject, and type a few lines into the body. Click File->Send.

3. Stop the capture, and view the results.

13. Web Browsing

1. Start an Ethereal capture on the client.

2. Open Internet Explorer. Enter a World Wide Web address into the Address bar. Hit enter.

3. Stop the capture, and view the results.

14. Messenger – Opening

1. Start an Ethereal capture on the client.

2. Open MSN Messenger. Wait for it to finish connecting.

3. Stop the capture, and view the results.

15. Messenger – Listening

1. Start an Ethereal capture on the client.

2. With MSN Messenger open in the background, wait a predetermined length of time.

3. Stop the capture, and view the results.

4. Calculate average traffic in bps by dividing total data transferred in bits by time in seconds.

16. Messenger – Sending

1. Start an Ethereal capture on the client.

2. Send a message to one of your contacts.

3. Stop the capture, and view the results.

17. Messenger – Receiving

1. Start an Ethereal capture on the client.

2. Have one of your contacts send you a message.

3. Stop the capture, and view the results.

18. SynchronEyes – Receive Multicast

1. Start an Ethereal capture on the client.

2. Start a multicast on the server. Wait a predetermined length of time.

3. Stop the multicast.

4. Stop the capture, and view the results.

5. Calculate average traffic in bps by dividing total data transferred in bits by time in seconds.

4.1.2 Characterizing Network Traffic

	
	
	
	
	Number of Stations
	26

	Activity Preformed
	Message Size in Bytes
	Number of Frames/Message
	Frame Size in Bytes
	Frequency per hour
	Resulting bit rate in bps

	Domain Login
	243313.6
	1262
	192.8
	0.25
	135.1742222

	Domain Logoff
	662609.948
	2548
	260.051
	0.25
	368.1166378

	
	
	
	
	
	

	Word - Opening
	14817.501
	333
	44.497
	2
	65.85556

	Word - Editing
	138240
	1080
	128
	1
	307.2

	Word - Auto Saving
	23204.994
	222
	104.527
	6
	309.39992

	Word - Saving
	224474.08
	424
	529.42
	2
	997.6625778

	Word - Printing
	1239687.576
	1614
	768.084
	1
	2754.86128

	Word - Closing
	35108.04
	220
	159.582
	2
	156.0357333

	
	
	
	
	
	

	Email - Accessing
	1675.008
	24
	69.792
	2
	7.44448

	Email - Opening
	2187.999
	33
	66.303
	0.25
	1.215555

	Email - Saving
	0
	0
	0
	0
	0

	Email - Sending SMTP
	2431.002
	14
	173.643
	1.5
	8.10334

	
	
	
	
	
	

	Web Browsing
	150264
	376
	399.5904255
	10
	3339.2

	
	
	
	
	
	

	MSN Messenger - Open
	17668.974
	114
	154.991
	0.25
	9.816096667

	MSN Messenger - Listening
	32725.752
	516
	63.422
	1
	72.72389333

	MSN Messenger - Sending
	555
	4
	138.75
	15
	18.5

	MSN Messenger - Receiving
	555
	4
	138.75
	15
	18.5

	
	
	
	
	
	

	SynchronEyes - Receive Multicast
	1234872.54
	1980
	623.673
	1
	2744.1612

	
	
	
	
	Subtotal bps =
	11313.9705

	
	
	
	
	Total for all stations =
	294163.2329

	Hours/Day:
	
	
	
	
	

	8
	
	
	
	
	

	
	
	
	
	
	


4.1.3 Traffic Matrix

The Traffic Matrix is included with the accompanied CD-Rom in the Resources Folder.
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4.2 Interviews:

Here are some of the reasons that we have no questionnaires, rather interviews.

Everyone that needs to be asked (instructors, NAITSA, corporate, and IS) must feel a cost of ownership for the project, nameless questionnaires do not appropriately convey this fact.

Students are not asked because of the NAIT structure, <90% of students are here 2 years or less, it has been documented that asking technical questions to un-technical people is found to be a waste of resources.

Interviews are used as a personal technique to keep everyone involved feeling that they are a part of the project. Since there are so few people to be asked (IS, NAITSA, corporate, CNT,NET,TET) we feel that interviews, while more costly than anonymous questionnaires, will proved a much more accurate picture as to what is to be accomplished in a project of this magnitude.

4.2.1 Precursor Email(s):

Mantacore consulting Email precursor’s to phone call.

Foreword: This is the Email to be sent out to affected parties informing them our out intent to interview them. We have chosen to meet in person with each of the affected members in these parties so that everyone involved feels some type of ownership of the project. We believe that these individuals are too valuable a resource to simply be given a questionnaire. We have 3 different Emails and they are the following:

1. NAIT Corporate: President and Deans directly affected.

2. NAIT Program and Assistant Program Heads: Those that are directly affected with follow up to come to specific instructors names that will be obtained during the interview process.

3. NAIT IS Team Leaders: Since there will undoubtedly be some tension over the fact that the network design and implementation has been outsourced and not done in-house, we believe that since our two teams will be working closely together, that we start the project off on the right setting. It is also vital to determine any limitations in the current ICTC Center connection to the NAIT Backbone as well as any specific routing protocols that are in place. We also believe that further growth of the center is vital to NAIT, so we must determine what the goals if any of the IS department are.
Mantacore Idea (Cost/Labor saving initiative): Because of the resulting cost in performing individual interviews we propose that the program heads/assistants, IS, and following instructor interviews will be completed as free group luncheons. We will set aside 11:30am-1:30pm where lunch is provided. 

Positives: This will allow schedules more easily worked around, and will encompass the IS interview process into 1, and the program heads/assistants into 3 (CNT/NET, TET, EET). This will allow a brainstorming to take place which would minimize labor costs while maximizing efficiency and reduce answer redundancies. The same approach will be taken with the Instructors once the lists are pared down to manageable numbers. 

Negatives: Depending on the corporate culture at NAIT this could be dangerous if assistants are unwilling and or tentative in proposing radical ideas with the program heads present. A work around may be to have only the one interview with the program head and then group interviews with the assistants. We don’t anticipate this because of NAIT’s excellent core of dedicated instructors.

Corporate Interviews should still take place on a 1-to-1 ratio as to make the process as comfortable and personal as possible so that each Corporate member feels that he/she is an integral part of the design.  
Email to NAIT Corporate:

Parties Affected:

President: S. Shaw
VP Academic and Student Services: P. Hunt
Dean Technology and Curriculum Innovation: E. Frandsen
Dean School of Electrical & Electronics Technology: R. Kachman
Dean of School of Applied Media & Technology: G Bridge

Dear: Name

My name is Suzette Chin, and I am the Corporate Liaison Manager for Mantacore Consulting Canada. We have been requisitioned by Mr. John Sloan to provide an RFP for the network implementation and design of the ICTC Center’s second floor. At Mantacore we believe that customer consultation is the key in fulfilling any design criteria. To this end we would like to schedule a fact-finding meet and greet with you to garner an overview of what you believe are important issues that should be addressed for the ICTC Center from a Technology standpoint. Please fill out the following form and return it to corporateliaison@mantacore.org at your earliest convenience. 

1. Name:

2. Telephone Number:

3. Email Address:

4. Three dates (times) that are convenient for you for the week of February 23, 2004 to meet with a representative from Mantacore Consulting:

We at Mantacore Consulting would like to thank you for taking the time out or your schedule to complete the form and for allowing us to meet with you. 

Sincerely,

Suzette Chin,
 Corporate Liaison Manager, 

Mantacore Consulting

Email to NAIT Program and Assistant Program Heads.

Parties Affected:

 (2) TET Program Head: Y. Elmoazzen
TET Assistant Program Heads: R. Kinna, C. Polanski, L. Rogers
(3) CNT/NET Program Head: JD. Silver
CNT/NET Assistant Program Heads: A. Davison, W. Kalin, B. Nelson

Dear: Name

My name is Suzette Chin, and I am the Corporate Liaison Manager for Mantacore Consulting Canada. We have been requisitioned by Mr. John Sloan to provide an RFP for the network implementation and design of the ICTC Center’s second floor. At Mantacore we believe that customer consultation is the key in fulfilling any design criteria. To this end we would like to schedule a fact-finding meet and greet with you to garner any program specific requests that may be of concern/help to us in completing this design. Please fill out the following form and return it to corporateliaison@mantacore.org at your earliest convenience. 

1. Name:

2. Telephone Number:

3. Email Address:

4. Three dates (times) that are convenient for you for the week of February 23, 2004 to meet with a representative from Mantacore Consulting:

5. Are you available for a lunch-n-learn team meeting during the hours of  11:30 am – 1:30 pm, and if so which days: 

We at Mantacore Consulting would like to thank you for taking the time out or your schedule to complete the form and for allowing us to meet with you. 

Sincerely,

Suzette Chin,
Corporate Liaison Manager, 

Mantacore Consulting

Email to NAIT IS Department Leaders 

Parties Affected:

To be determined.
Dear: Name

My name is Suzette Chin, and I am the Corporate Liaison Manager for Mantacore Consulting Canada. We have been requisitioned by Mr. John Sloan to provide an RFP for the network implementation and design of the ICTC Center’s second floor. At Mantacore we believe that customer consultation is the key in fulfilling any design criteria. To this end we would like to schedule a fact-finding meet and greet with you to garner any specifics that may be of concern/help to us in completing this design. Our focus will be towards design criteria specifications so that our teams can work together to ensure that a smooth implementation can be made into the NAIT WAN environment.  Please fill out the following form and return it to corporateliaison@mantacore.org at your earliest convenience. 

1. Name:

2. Telephone Number:

3. Email Address:

4. Three dates (times) that are convenient for you for the week of May 10, 2004 to meet with a representative from Mantacore Consulting:

5. Are you available for a lunch-n-learn team meeting during the hours of  11:30 am – 1:30 pm, and if so which days: 

We at Mantacore Consulting would like to thank you for taking the time out or your schedule to complete the form and for allowing us to meet with you. 

Sincerely,

Suzette Chin,
Corporate Liaison Manager, 

Mantacore Consulting

4.2.2 Interview Checklists:

Business Goals Checklist

· I have researched the customer’s industry and competition.
 Completed
· I understand the customer’s corporate structure. 
Completed
· I have compiled a list of the customer’s business goals, starting with one overall business goal that explains the primary purpose of the network design project.
Completed
· The customer has identified any mission-critical operations.
Completed
· I understand the customer’s criteria for success and the ramifications of failure.
Completed
· I understand the customer’s network applications (using the Network Applications chart).
Completed
· The customer has explained the policies regarding approved vendors, protocols, or platforms.
Completed
· The customer has explained any policies regarding open versus proprietary solutions.
Completed
· The customer has explained any policies regarding distributed authority for network design and implementation.
Completed
· I know the budget for this project.
Completed
· I know the schedule for this project, including the final due date and major milestones, and believe it is practical.
Completed
· I have a good understanding of the technical expertise of my clients and any relevant internal or external staff.
Completed
· I have discussed a staff-education plan with the customer.
Completed
· I am aware of any office politics that might affect the network design.
Completed
Technical Goals Checklist

· I have documented the customer’s plans for expanding the number of sites, users, and servers/hosts for the next year and next two years.

Completed

· The customer has told me about any plans to migrate departmental servers or server farms or intranets.

Completed

· The customer has told me about any plans to migrate an SNA network to the multiprotocol internetwork.

Completed

· The customer has told me about any plans to implement an extranet to communicate with partners or other companies.

Completed

· I have documented a goal for network availability in percent uptime and/or MTBF and MTTR.
Completed
· I have documented any goals for maximum average network utilization on shared segments.

Completed

· I have documented goals for network throughput.

Completed

· I have documented goals for PPS throughput of internetworking devices.

Completed

· I have documented goals for accuracy and acceptable BERs.

Completed

· I have discussed with the customer the importance or using large frame sizes to maximize efficiency.

Completed 

· I have identified any applications that have a more restrictive response-time requirement than the industry standard of less than 100 ms.

Completed

· I have discussed network security risks and requirements with the customer.

Completed

· I have gathered manageability requirements, including goals for performance, fault, configuration, security, and accounting management.

Completed

· Working with my customer, I have developed a list of network design goals, including both business and technical goals. The list starts with one overall goal and includes the rest of the goals in priority order. Critical goals are marked as such.

Completed

· I have updated the Network Applications chart to include the technical application goals shown in Table 2-3

Completed
	Acceptable MTTR
	Throughput Goal
	Delay must be less than:
	Delay variation must be less than:
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Network Health Checklist

· The network topology and physical infrastructure are well documented.

Completed
· Network addresses and names are assigned in a structured manner and are well documented.

Completed
· Network wiring is installed in a structured manner and is well labeled.

Completed
· Network availability meets current customer goals.

Completed
· Network security meets current customer goals.

Completed
· No shared Ethernet segments are becoming saturated. (50 percent average network utilization in a 10-minute window).

Completed
· No shared Token Ring segments are becoming saturated (70 percent average network utilization in a 10-minute window).

Completed
· No shared FDDI segments are becoming saturated ((70 percent average network utilization in a 10-minute window).

Completed
· No WAN links are becoming saturated (70 percent average network utilization in a 10-minute window).

Completed
· No segments have more than one CRC error per million bytes of data.

Completed
· On Ethernet segments, less than 0.1 percent of packets are collisions. There are no late collisions.

Completed
· On Token Ring segments, less than 0.1 percent of packets are soft errors not related to ring insertion. There are no beacon frames.

Completed
· Broadcast traffic is less than 20 percent of all traffic on each network segment. (Some networks are more sensitive to broadcast traffic and should use a 10 percent threshold).

Completed
· Wherever possible, frame sizes have been optimized to have as large as possible for the data-link layer in use.

Completed
· No routers are overutilized (Five-minute CPU utilization is under 75 percent).

Completed
· On an average, routers are not dropping more than 1 percent of packets. (For networks that are intentionally oversubscribed to keep costs low, a higher threshold can be used.)

Completed
· The response time between clients and hosts is generally less than 100 milli-seconds (1/10 or a second).

Completed
Network Traffic Checklist

· I have identified major traffic sources and stores on the existing network and documented traffic flow between them.

Completed
· I have categorized the traffic flow for each application as being terminal/host, client/server, peer-to-peer, server/server, or distributed computing.

Completed
· I have estimated the bandwidth requirements for each application.

Completed
· I have estimated bandwidth requirements for routing protocols.

Completed
· I have characterized network traffic in terms of broadcast/multicast rates, efficiency, frame sizes, windowing and flow control, and error-recovery mechanisms.

Completed
· I have categorized the QoS requirements of each application.

Completed
4.2.3 Corporate

NAIT Corporate Interview:

1. With the addition of the ICTC centre, what image would you like to project out to:

· Students

· A place where students feel that they are at the cusp of new technology.
· A workplace that allows them to grow and prosper.

· Industry

· To show industry that our grads are on pace with technology and not lagging behind.
· Staff

· To increase productivity and effectiveness.

· To increase employee satisfaction.

2. What level of Technology would you like the second floor to emulate:

· Cutting-Edge (beyond industries current standards)

· Advanced (beyond University of Alberta standards)  (
· Status Quo (current University of Alberta standards)

Some examples of cutting edge would include:

1. VOIP Voice over Internet Protocol (sig savings over reg telco based on calling patterns.). (
2. Web-Streaming. Can NAIT see that distance learning over the web with instructor web video a possibility into the future. (
3. Video on Demand meetings. The ability to conduct meetings without the hassle of booking a room, etc. And why (to the above): (
3. With the creation of the ICTC centre, what are your plans for the next:

· 2 Years:

· Glitches to not hinder student and NAIT performance
· A VOIP implementation allows us to decrease costs of telephone service.
· 5 Years:

· Building is at capacity and network can handle 100% workstation usage.
· 10 Years:

· 90% of classrooms go to an all wireless environment thereby increasing students/classroom to 35
· Classes can be streamed out to remote locations
· 20 Years:

· NAIT is an all wireless institution with only servers and network hardware currently connected to a wired infrastructure.
4. (NOT TO BE ASKED OF EVERYONE) We have been informed that a special CISCO® and TELUS® room will be included on the ICTC Center second floor. Are there any special contacts that need to be made with the representatives of these companies when providing wiring access to these rooms? 

CISCO and TELUS representatives would have to be contacted as per requirements. (
5. What is the completion date for this project?

June 20th

6. What are the project success requirements?

We will email you the document later this afternoon including MTTF, MTBF, throughput etc requirements.

7. In the networking industry there is a set of benchmarks on how network availability is determined. Current Education Standards are 2 9’s, Corporate Standards are 3 9’s, and Telco (TELUS) standards are 5 9’s. Which of the following best fits NAITS Availability Goals:

1) 5 9’s: 99.999% uptime

99.999% equates to the following:

365 days/year * 24 hours/day = 8760 hours/year

Downtime=8760-(8760* 0.99999) = 8.760 minutes downtime / year




        
        = 0.16826 minutes downtime / week
2) 4 9’s: 99.99% uptime

99.99% equates to the following:

 365 days/year * 24 hours/day = 8760 hours/year

       Downtime=8760-(8760* 0.9999) = 87.60 minutes downtime / year





             = 1.6846 minutes downtime / week

3) 3 9’s: 99.9% uptime


99.9% equates to the following:

 
365 days/year * 24 hours/day = 8760 hours/year

       Downtime=8760-(8760* 0.999) = 8.760 hours downtime / year

  


    

           = 16.846 minutes downtime / week

4) 2 9’s: 99.0% uptime (

99% equates to the following:  (

 365 days/year * 24 hours/day = 8760 hours/year (
 
Downtime=8760-(8760* 0.99) = 87.60 hours downtime / year (



 

        = 1.684 hours downtime / week (
5) 1 9: 90.0% uptime


90% equates to the following:

 
365 days/year * 24 hours/day = 8760 hours/year

       Downtime=8760-(8760* 0.9) = 876.0 hours downtime / year






       = 16.84 hours downtime / week

8. Are there any business or other partnerships that require connections into the ICTC Center?

We have satellite campuses but none that are to be connected to the 2nd floor.

9. What will the security requirements be?

They must be able to confirm with PIPEDA and FOIP

10. We understand that there are certain agreements in place with hardware / software vendors. Which companies are affected and would you mind our legal department going over the ‘terms of’ to see what exactly the contracts call for.

Microsoft, Compaq/HP, Cisco, and TELUS for the wiring is to be used.

11. Given the turbulent times and economy, what is NAIT looking at as a budget for the IT infrastructure side. Does NAIT Corporate handle budgetary concerns or is it the Program Heads which handle the implementation budget.

We have a flexible budget, we would like 3 proposals and will choose one based on requirement as outlined in Question #2.

12. Do you have a list of business goals that this project is to meet?

Yes, they will be emailed to you with the Project Success Requirements.

13. Are there any staff skills that NAIT would like us to utilize in this project.

ISD and specified program instructors are the only resources that is to be used from NAIT.

14. Does NAIT currently have a IT operational usage policy/security policy that would indicate the specific design goals. Or does NAIT have specific technical requirements for the ICTC center.

We have specific design requirements and will be emailed to you later today.

15. Does NAIT have project scope documentation for the new ICTC center or should members of NAIT and Mantacore discuss the goal requirements for the project. 

We can discus the scope once you have read over the performance goals documentation. 

16. At Mantacore we believe that progress reports allow everyone involved to be kept abreast of challenges, pitfalls and successes throughout the lifespan of the project. Would you be interested in receiving such reports. Our scheduling is as follows:

· Weekly (Includes daily reports and refers back to the original project timeline chart to measure efficiency): (
· Bi-Monthly (Includes reports on weekly status reports and milestone completions):

· Monthly (Includes reports on weekly status, as well as detailed analysis of individual project indicators. These includes costs, labor, man-hours etc.):

We also complete a daily progress reports page that is available on our website along with all above reports that can be found at:  http://www.mantacore.org/projects. 

We will include a NAIT link and password to all parties interested. If you would like certain reports Emailed directly to you, simply add your Email-address to the contact list on the website next to each report. If you have any other questions do not hesitate to contact either of the following:

Michael Kasa

Corporate Development Manager

Suzette Chin

Corporate Liaison Manager

4.2.4 ISD

NAIT ISD Interview

1. It is our understanding that each floor in the new ICTC Center has different program trees in it. Given that each floor works somewhat independently, we believe that each floor should be given direct access to the backbone via one central switch. We believe that this would increase the modularity of the three floors giving infrastructure independence to each floor. We are open to other options however, what is the IS view on the issue and has any previous planning been made regarding this issue. We can see three logical possibilities:
· Each pod (All three floors) is connected to a single switch and that switch is given a direct link to the backbone.
· Each pod on each floor is given a direct link to the NAIT backbone.
· Each pod on each floor is given a link to a switch and that switch is given access to the NAIT backbone. (
· Each floor is given direct access to the NAIT backbone.
· Other.
2. What will the NAIT backbone speed/infrastructure be when the center is set to open.

a) 1Gbps

b) 10Gbps

c) Multiple Lines

d) Other 3 * 1Gbps (
3. What could be the future throughput of the NAIT backbone.

a) 1Gbps

b) 10Gbps (
c) Multiple Lines 

d) Other

4. What do you see as the current and future goals of your department?


Decreasing number of employees/user required by 20 % within the next 5 years

5. Is there currently mission critical applications that need to be ported?

      Yes, we will send email them to you tomorrow.

6. In the networking industry there is a set of benchmarks on how network availability is determined. Current Education Standards are 2 9’s, Corporate Standards are 3 9’s, and Telco (TELUS) standards are 5 9’s. Which of the following best fits NAITS Current situation.

1) 5 9’s: 99.999% uptime

99.999% equates to the following:

365 days/year * 24 hours/day = 8760 hours/year

Downtime=8760-(8760* 0.99999) = 8.760 minutes downtime / year




        
        = 0.16826 minutes downtime / week
2) 4 9’s: 99.99% uptime

99.99% equates to the following:

 365 days/year * 24 hours/day = 8760 hours/year

       Downtime=8760-(8760* 0.9999) = 87.60 minutes downtime / year





             = 1.6846 minutes downtime / week

3) 3 9’s: 99.9% uptime


99.9% equates to the following:

 
365 days/year * 24 hours/day = 8760 hours/year

       Downtime=8760-(8760* 0.999) = 8.760 hours downtime / year

  


    

           = 16.846 minutes downtime / week

4) 2 9’s: 99.0% uptime (

99% equates to the following: (

 365 days/year * 24 hours/day = 8760 hours/year (
 
Downtime=8760-(8760* 0.99) = 87.60 hours downtime / year (



 

        = 1.684 hours downtime / week (
5) 1 9: 90.0% uptime


90% equates to the following:

 
365 days/year * 24 hours/day = 8760 hours/year

       Downtime=8760-(8760* 0.9) = 876.0 hours downtime / year






       = 16.84 hours downtime / week
7. What is the current MTTR:

a) 1 hour

b) 2 hour

c) 3 hour (
d) 5 hour

e) other

8. What is the MTBF:

a) 1 month

b) 2 month

c) 3 month

d) 6 month (
e) other

9. Do you currently have any network infrastructure maps for the H-Wing, NAIT, ITCT Floors 1&3.

  
Yes

10. Do you currently have any network performance data for the H-Wing or ICTC floors 1 and 3.


Yes

11. What is the current uptime requirement for NAIT?

99.0%

12. NAIT Corporate has informed us on the requirement for an implementation of VOIP. Does NAIT currently have a VOIP implementation, and if so are there any current standards etc which should be followed. If there is no current implementation or documentation, would someone from IS be available to assist in a co-design of such a guide.

There currently is no guide, IS can be available to create documentation in cooperation with Mantacore

13. What is the routing protocol used on the NAIT backbone? Is there any protocol preferred by IS for second floor design keeping in mind that larger packets are more efficient if the infrastructure is secure. 

OSPF, we find it to be redundant, we like that it is an open standard.

14. Is NAIT currently operating as a CISCO only network hardware shop. If so, is IGRP, EIGRP a viable option. (why vs. why not).

Because of the Lack of Cisco Certified Professionals at ISD, EIGRP has been ruled out as an option. OSPF is currently used by ISD.

15. Where are the NAIT Application servers (DNS, DHCP, EXCHANGE, WEB, etc.) in relation to the ICTC Center?

They are located in the Tower Building

16. Is NAIT designed to be a modularized Application server setup, or a centralized one? Would you prefer to see the ICTC Center second floor utilize independent servers or centralized one(s).

NAIT currently is designed to be a centralized setup with the servers being located in the tower. It is our belief that the new ICTC centre will be modular.

17. Does IS have a cost of ownership of the current H-Wing implementation. Along the lines of labour costs. We believe that each new network implementation should decrease cost of ownership by no less than 25% given the same parameters exist (number of users, same desired availability and throughput, etc.)

Yes, currently there are 4 ISD personal that oversee the H-Wing. Which Equates to 1/6 classrooms. We also have 2 priority server personal that also work in the Tower.

18. We understand that CISCO® and TELUS ® both will have dedicated rooms on the second floor of the ICTC Center. Are there any specific connections that need to be made to those rooms or hardware used etc?

Both are to have their own direct internet connections.

19. We have been informed that TELUS® will perform the building wiring and that IS team members will perform desktop Image (Software package) installs. We anticipate that installs should take no more than 4 groups of 40 hours, (5 days) and that testing/troubleshooting will take approximately 4 groups of 20 hours (3.5 days). Are there times at which two members of IS would be unavailable? We are assuming that an imaging (Software package delivery, ie. Norton Ghost) process will be implemented and that a test environment will be available for IS 1 week in advance of start full production implementation and testing. 

Given 3 weeks notice, we would be able to provide 3 ISD employees to conduct imaging and testing.

20. Do you have any previous wiring RFC that might assists us in creating one for the ICTC center 2nd floor.

NO,  previously we wired NAIT with the assistance of other TET instructors and strudents.

21. Are there any current labeling/naming standards/specifications for network access points our naming conventions currently in place? If not, I believe that IS members and our Manager of Technological Development, Paul Gillis should create an industry standard naming convention as well as labeling standards document.

There is no current ‘hard’ standard in place. We are in agreement that one should be produced so we would be available for consultation on this matter.

22. With the new implementation of wireless access (it is our understanding that currently there is no such implementation) in the new ICTC Center, is each floor autonomous or is there a current project owner for wireless. If so are there any current plans/procedures in place for security or would a security implementation plan be required. If such a plan is required would a team from IS be able to complete systems plan with out Information Systems Manager Phillip Bock.

Yes, a wireless implantation guide should be created for future reference.
23. It is our understanding that each business sector is responsible for its own spam, virus control. Is it likely that NAIT will change this and perform these and other security tasks at the ISP input source, or is it likely to remain the same.

Yes, each business department is responsible for its own SPAM control. Because corporate editions are so cost in-effective it is not likely that this policy would change

24. In regards to the new commons computer area to be run by NAITSA, are you being contracted to perform maintenance etc. on the area. If so, are there any special requirements that would make it easier to run the facility. We anticipate a 4 VLAN environment (110 projected users, plus printers and servers) with the servers and printers on a separate VLAN.

We anticipate issues with spam and viruses with this new centre, as it would currently be the single largest implantation of an open computing envornment at NAIT, anything that could ease the administration would be extremely helpful.

25. Have you set up common computer areas of this size before (100+). Do you have any suggestions or documentation as to the appropriate backbone speed etc. Does NAIT have a standard for out-off-classroom throughput, etc.  

No, as stated earlier this will be the single larges open computer implementation currently at NAIT. NAITSA must be contacted for speeds as I do not believe that it will share of the current NAIT ISP.

26. Are there any existing servers/extranets that IS needs migrating to the new building.?

Not for ISD, but I believe that there are some programs that have their own servers.

27. Does NAIT have an IT operational guideline that might indicate the expected throughput, network availability and or utilization, PPS, acceptable BERs, Security plans, delay variation etc.

No NAIT corporate would have to be contacted as to those requirements.

28. Is there a NAIT IT Terms of use manual that would include certain security measures that are required etc. 

No, no firm guide has been designed, we would prefer one to be created before Floor 2 begins if Mantacore can fit it into the schedule. 

29. Since IS will be handling the daily operation if the ITCT center, are there any other requests that should be taken into consideration into our final design.

We can email you off a list of requests within 3 days.

30. Does IS have a standard when it comes to network software implementations. Are proprietary applications with service contracts desired, or is an open software package with no ‘strings’ desired.

We currently use a Microsoft DNS, DHCP environment only and would prefer that to remain as there are currently no certified linux admins.

31. Do you have a list of current employee certifications/experience. We would prefer to include require-training in the project proposal.


Yes, we can email you the list tomorrow.

32. If new implementations were chosen would IS staff we be willing to take courses to comply with the new technologies?

Yes, but enough time would need to given to complete the training before project completion.

33. At Mantacore we believe that progress reports allow everyone involved to be kept abreast of challenges, pitfalls and successes throughout the lifespan of the project. Would you be interested in receiving such reports. Our scheduling is as follows:

· Weekly (Includes daily reports and refers back to the original project timeline chart to measure efficiency): (
· Bi-Monthly (Includes reports on weekly status reports and milestone completions):

· Monthly (Includes reports on weekly status, as well as detailed analysis of individual project indicators. These includes costs, labour, man-hours etc.):

We also complete a daily progress reports page that is available on our website along with all above reports that can be found at:  http://www.mantacore.org/projects. 

We will include a NAIT link and password to all parties interested. If you would like certain reports Emailed directly to you, simply add your Email-address to the contact list on the website next to each report.

4.2.5 Program

NAIT Department Heads/Assistant(s) Interview:

1. (Program Specific) What is the layout of the individual classroom:

· Number of Students / Classroom, is there a number that the network should be able to handle given NAIT growth projections.
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· Server layout per pod/classroom.

· 24 workstations per classroom with 1 printer per and 1-2 server(s) per program
· Is there any specific inter-pod/building/classroom connections required:

· The instructors should be able to access program data
· Are there any issues in the current operating environment that you have had issues with and wish to be upgraded:

· We find that the current log on/log off times are particularily slow, not allowing the classes to start on time, normally a 7 minute lag.
2. (Program Specific) Are there any special requirements needed for individual classrooms/program pods (Web Server, File Server, Etc.)

· NET will bring over their own servers
· CNT will bring over their won web server
3. With the implementation of wireless connectivity to the ICTC Center second floor, what should the classroom wireless environment be:

· None. 

· Full Access.

· Instructor controlled. (
4. Network Load: Given that High Network Utilization normally occurs between hour +5 minutes and hour + 20 minutes (normal class hour start (XX:15) and end-time (YY:10)). Are there currently any noticeable delays in performance that could be result of the current network setup in the H-Wing. If so when are they normally noticed (time, application in use etc.): 

· Within 7 minutes start of class currently
5. Is there any software/hardware currently in use or to be used in the future that should be investigated as to better plan for future network capacity utilization: 

· We currently use a free anti-spam and anti-virus and network monitoring software that is currently in use
6. With the extensive list of instructors that each department has, could you recommend two or three which could offer further insight if asked the above questionnaire.

a) John Sloan (NET)

b) Brian Nelson (NET)

c) AJ. Armstron (CNT)

d) Barry Lazzer (CNT)

7. How many instructors in your specific program will be moving to the new office bank?

All of them.

8. Does there need to be any special connections / office arrangements that are required.

10 Instructors per program require VPN access, all require VOIP and all require access to their specific program serves.

9. The way we envision the second floor to be is that each pod/wing is setup as autonomous to each other wing. Are there any requirements that need to be taken into affect as per this assumption.

CNT will have 1 pod, NET will have 2 classrooms, and TET will have the other.

10. For your specific program, how important is inter-pod connectivity and internet access connectivity. I am thinking from an instructors stand point. Do some classrooms need 24*7 365 internet access etc. Do the classrooms need to have intranetwork connectivity between the classrooms.

Only TET require inter-pod connectivity and non require 24*7 365

11. Do any pods/classrooms/servers need specific connections to previous setups in the H-Wing.

No

12. Is there any specific hardware (switches, routers, servers) that will be brought from current implementation settings. Is any of this hardware program dependent (owned by a certain program).

Only NET will bring over existing network hardware

13. We also understand that each pod/wing has separate business processes associated with it. For example the east pod will house 6 CNT classrooms, the middle east pod will house 2 NET classrooms, the middle west pod will house 3 TET classrooms and the West pod will house 4 TET Classrooms. Is it important to you that your business process be autonomous from the others, or is one server enough to house a max 375 workstations (15 classrooms * 24 students + 1 instructor/classroom) or would the programs prefer to remain modularized.

· Benefits: If one server goes down for one program, the others are not affected, a program can make changes to setup without the approval of other programs. There is also no single point of failure.

· Downfalls: 4 + redundancy depending on individual program choice equates to more money. Also lager enterprise servers often have a better uptime and longer-life span. 

As a side-note, do any of the programs wish to be amalgamated together. From the NAIT overview I see that NET is encompassed within CNT etc.


The redundancy option is required.

14. Are there any specific technical requirements that are to be met (performance goals, uptime, error control etc.)

Just so that it conforms with the NAIT policies.

15. Do any applications require certain routing protocols, or is there no current specific requirement as per routing protocols. 

No, other than Ethernet

16. Is there any documentation as to the desired current classroom size/setup as well as the max/min. 

No, 24 is the max/min

17. Are there any security requirements, goals, etc. Is there any current documentation regarding security.

So long as it conforms with current the NAIT policy.

18. We have been informed the Microsoft is the licensed software provider for NAIT. We lave been informed however that open source software may be used as well for certain implementation(s). Do any of the programs have a preference given that open-source software is free and have less constrictions, but that licensed software normally comes with service contracts.  

We will email you a list of current applications in use and their requirement if they will be needed in the new ICTC center

19. Should storage capacity be added for individual use. Example, do students/instructors require network storage capacity for data, mail, etc. 

We will discuss with Mantacore based on a min 25mb storage.

20. At Mantacore we believe that progress reports allow everyone involved to be kept abreast of challenges, pitfalls, and successes throughout the lifespan of the project. Would you be interested in receiving such reports? Our scheduling is as follows:

· Weekly (Includes daily reports and refers back to the original project timeline chart to measure efficiency):

· Bi-Monthly (Includes reports on weekly status reports and milestone completions): (
· Monthly (Includes reports on weekly status, as well as detailed analysis of individual project indicators. These include: costs, labor, etc.):

We also complete a daily progress reports page that is available on our website along with all above reports that can be found at: http://www.mantacore.org/projects. 

We will include a NAIT link and password to all parties interested. If you would like certain reports Emailed directly to you, simply add your Email-address to the contact list on the website next to each report.

4.2.6 NAITSA

NAITSA Interview

1. We have been informed that the common computers area on the second floor of the new ITCT center is being sponsored and run by NAITSA. Do you have a project guideline that is to be followed?

No, we would prefer to work with Manatcore to create one for the Computer Commons area. 

2. Do you have any current technical, security, performance requirements that need to be met to consider this project a success.


We would prefer this to be on standard with current institutions.

3.  Do you have any technical/cost specs that our design should follow?


No, we would prefer to work with Manatcore to create one for the Computer Commons area.

4. We are implementing a wireless access solution to the 2nd floor of the ICTC center. Does the computer commons area require wireless access to every spot, or are there certain hot spots that should be focused on.


Not 100% coverage, but at least 80% would be nice.

5. What is your goal of the common computer area now and into the future (5 years, 10 years, 20 years etc).


We would like to increase utilization by roughly 20% within the next 5 years.

6. Do students require data network storage capacity. If so, should this number be a hard cap or a floating size depending on number of users.


Yes, we can work with Mantacore to develop an appropriate storage arrangement.

7. At Mantacore we believe that progress reports allow everyone involved to be kept abreast of challenges, pitfalls and successes throughout the lifespan of the project. Would you be interested in receiving such reports. Our scheduling is as follows:

· Weekly (Includes daily reports and refers back to the original project timeline chart to measure efficiency):

· Bi-Monthly (Includes reports on weekly status reports and milestone completions):

· Monthly (Includes reports on weekly status, as well as detailed analysis of individual project indicators. These includes costs, labour, man-hours etc.): (
We also complete a daily progress reports page that is available on our website along with all above reports that can be found at:  http://www.mantacore.org/projects. 

We will include a NAIT link and password to all parties interested. If you would like certain reports Emailed directly to you, simply add your Email-address to the contact list on the website next to each report.

Logical Description

5. Logical Description:

5.1 Logical Topology:
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5.2 Protocol Recommendation


Routing Protocol

With the design of the network for the second level of the ICTC center the selection of a routing protocol that supports Variable Length Subnet Masking (VLSM) and structured IP addressing is required. 

NAIT has selected Open Shortest Path First (OSPF) for use on the new network. OSPF is a fitting protocol for the network because of its support for classless IP and VLSM. OSPF was originally designed for use with IP by the Internal Gateway Protocol working group, part of the Internet Engineering Task Force. Developed in the mid 1980s OSPF was a solution to the inability for RIP to manage larger networks. 

One of the major benefits of OSPF is that it is part of the public domain, this means that it can be used without licensing fees and is also supported by a full range of networking product manufacturers. The specification is published in RFC 1247. OSPF is a link state routing protocol which requires the advertisement of link-states, routers receiving these advertisements execute an SPF algorithm to calculate which path to use. 

OSPF Packet:
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The following descriptions summarize the header fields illustrated in the figure above. 

· Version number—Identifies the OSPF version used. 

· Type—Identifies the OSPF packet type as one of the following: 

· Hello—Establishes and maintains neighbor relationships. 

· Database description—Describes the contents of the topological database. These messages are exchanged when an adjacency is initialized. 

· Link-state request—Requests pieces of the topological database from neighbor routers. These messages are exchanged after a router discovers (by examining database-description packets) that parts of its topological database are outdated. 

· Link-state update—Responds to a link-state request packet. These messages also are used for the regular dispersal of LSAs. Several LSAs can be included within a single link-state update packet. 

· Link-state acknowledgment—Acknowledges link-state update packets. 

· Packet length—Specifies the packet length, including the OSPF header, in bytes. 

· Router ID—Identifies the source of the packet. 

· Area ID—Identifies the area to which the packet belongs. All OSPF packets are associated with a single area. 

· Checksum—Checks the entire packet contents for any damage suffered in transit. 

· Authentication type—Contains the authentication type. All OSPF protocol exchanges are authenticated. The authentication type is configurable on per-area basis. 

· Authentication—Contains authentication information. 

· Data—Contains encapsulated upper-layer information. 

Reference Appendix C for further detail.

5.3 Address and Naming:

Addressing Scheme

The second floor of the ICTC Center is divided up into 7 distinct distribution layers. Each distribution layer is further divided depending upon the specific needs of the users it serves.

The second floor has the entire 10.1.0.0/16 network assigned to it, which is 65536 addresses. Each distribution layer uses 7 bits, allowing 128 distribution layers of 512 addresses each.

The backbone consists of one distribution layer of 512 hosts. The backbone is, at this juncture, unsubnetted, as we did not have enough information about it's layout to make an informed decision about it.

The three pods are divided into 16 rooms per pod, of 30 hosts each (network and broadcast addresses not included). By our count, there are 24 student workstations per room, plus one instructor workstation and a printer. This allows an extra 4 hosts per room for future expansion. In addition, there are between 6 and 8 rooms per pod, leaving between 8 and 10 room subnets free.

The instructor office distribution layer is divided into four program subnets, of 126 hosts each. One is used by the CNT/NET instructors, another by the TET instructors. Two are reserved for future expansion.

The Computer Commons distribution layer is divided into four zones of 126 hosts each. Three are used for workstations, one for servers and printers.

The Wireless distribution layer is divided into 16 zones of 62 hosts each. 7 zones are presently in use: Lounge 1, Lounge 2, Pod A, Pod B, Pod C, Computer Commons, and Instructor Offices. This leaves 9 zones reserved for future expansion.

Addressing & Naming 
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5.4  Network Management Architecture:

Monitoring Network Health (Traffic)

On a daily basis, network traffic should be monitored for every port on every switch and router, as well as on any firewall.

There is a host of Network Management Software to use. They should adhere to the following:

· Hourly port monitoring statistics.

· Daily port monitoring statistics.

· Weekly port monitoring statistics.

· Graphical representations for every day, week, and month.

The following should be preformed no less than once per week:

· Performance management 

· Fault management

· Configuration management

· Security management

· Accounting management

Two types of performance should be monitored:

· End-to-end performance management measures performance across an internet work. It can measure availability, capacity, utilization, delay, delay variation, throughput, reach ability, response time, errors, and the busyness of traffic.

· Component performance measures the performance of individual links or devices. For example, throughput and utilization on a particular network segment can be measured. Additionally, routers and switches can be monitored for throughput (packets-per-second), memory and CPU usage, and errors.

The following Network Management Architecture components: 

· A managed device is a network node that collects and stores management information. Managed devices can be routers, servers, switches, bridges, hubs, end systems, or printers.

· An agent is network-management software that resides in a managed device.

· A network-management system (NMS) runs applications to display management data, monitor and control managed devices, and communicate with agents. An NMS is generally a powerful workstation that has sophisticated graphics, memory, storage, and processing capabilities.

We suggest no less than a NMS be used for NAIT to monitor traffic. Since Video can be used, network traffic could see dramatic spikes in a day to day and even hour to hour usage.  It is good to have statistics so that if required, a certain device (example Video Server) could be scaled back if there are more business critical applications to be used. In band monitoring is the best choice for the NAIT environment since traffic from point to point can be at times erratic. 

RMON should also be used in conjunction with ISD software choices to accompany Network Monitoring.

	Group
	Description

	Statistics
	Tracks packets, octets, packet-size distribution, broadcasts, collisions, dropped packets, fragments, CRC/alignment errors, jabbers, and undersized and oversized packets

	History
	Stores multiple samples of values from the Statistics group for the comparison  of the current behavior of a selected variable to its performance over the specified period.

	Alarms
	Enables setting threshold and sampling intervals on any statistic to create an alarm condition. Threshold values can be an absolute value, a rising or falling value, or a delta value.

	Hosts
	Provides a table for each active node that includes a variety of node statistics, including packets and octets in and out, multicast and broadcast packets in and out, and error counts.

	Host Top N
	Extends the host table to offer a user-defined study of sorted host statistics. Host Top N is calculated locally by the agent, thus reducing network traffic and the processing on the NMS.

	Matrix
	Displays the amount of traffic and number of errors occurring between pairs of nodes within a segment.

	Filters
	Lets the user define specific packet-match filters and have them serve as a stop or start mechanism for packet-capture activity.

	Packet Capture
	Packets that pass the filters are captured and stored for further analysis. An NMS can request the capture buffer and analyze the packets.

	Events
	Lets the user create entries in monitor log or generate SNMP traps from the agent to the NMS. Events can be initiated by a crossed threshold on a counter or by a packet-match count.


CiscoWorks and CiscoStratasphere would also be useful network monitoring products since CISCO devices are to be used for switching and routing devices. 

5.5.1 Security Policy and Procedures:

5.5.1.1 Audit Policy

Audit Vulnerability Scan Policy

1.0 Purpose 

The purpose of this agreement is to set forth our agreement regarding network security scanning offered by the Mantacore / ISD to N.A.I.T. Mantacore / ISD shall utilize Auditing Software to perform electronic scans of Client’s networks and/or firewalls or on any system at N.A.I.T. 

Audits may be conducted to: 

· Ensure integrity, confidentiality and availability of information and resources 

· Investigate possible security incidents ensure conformance to N.A.I.T security policies 

· Monitor user or system activity where appropriate. 

2.0 Scope 

This policy covers all computer and communication devices owned or operated by N.A.I.T. This policy also covers any computer and communications device that are present on N.A.I.T premises, but which may not be owned or operated by N.A.I.T.   The Mantacore / ISD will not perform Denial of Service activities.

3.0 Policy

When requested, and for the purpose of performing an audit, consent to access needed will be provided to members of Mantacore / ISD.  N.A.I.T hereby provides its consent to allow of  Mantacore / ISD to access its networks and/or firewalls to the extent necessary to allow Mantacore / ISD to perform the scans authorized in this agreement. N.A.I.T  shall provide protocols, addressing information, and network connections sufficient for Mantacore / ISD to utilize the software to perform network scanning.

This access may include: 

· User level and/or system level access to any computing or communications device 

· Access to information (electronic, hardcopy, etc.) that may be produced, transmitted or stored on N.A.I.T equipment or premises 

· Access to work areas (labs, offices, cubicles, storage areas, etc.) 


· Access to interactively monitor and log traffic on N.A.I.T networks. 

3.1 Network Control. 

If Client does not control their network and/or Internet service is provided via a

second or third party, these parties are required to approve scanning in writing if scanning is to occur outside of the NAITLAN. By signing this agreement, all involved parties acknowledge that they authorize of  Mantacore / ISD to use their service networks as a gateway for the conduct of these tests during the dates and times specified. 

3.2  Service Degradation and/or Interruption.  Network performance and/or availability may be affected by the network scanning.   N.A.I.T releases Mantacore / ISD of any and all liability for damages that may arise from network availability restrictions caused by the network scanning,

unless such damages are the result Mantacore / ISD’s gross negligence or intentional

misconduct.

3.3  Client Point of Contact During the Scanning Period.  N.A.I.T shall identify in writing a person to be available if the result Mantacore / ISD Scanning Team has questions regarding data discovered or requires assistance.

3.4 Scanning period.  N.A.I.T and Mantacore / ISD Scanning Team shall identify in writing the allowable dates for the scan to take place.

4.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

5.0 Revision History

29 September 2003, updated to include National Association of State Auditors, Comptrollers, and Treasurers; the National Association of Local Government Auditors; the U.S. General Accounting Office; and U.S. Inspectors General Legal and Reporting Considerations.

5.5.1.2 Internet 

Internet Access Policy

1.0 Overview

Access to internet is an important aspect, to ensure that individuals connected to N.A.I.T.’s network are surfing the net appropriately.

2.0 Purpose

The purpose of this policy is to establish a standard for internet usage, so that our network will not be clogged with any unnecessary and or potentially harmful programs and that the internet is used to assist them on their duties at N.A.I.T. 

3.0 Scope 

The scope of this policy includes all personnel who have access to the N.A.I.T network and are responsible for the conduct on the N.A.I.T network.

4.0 Policy 

Each user is responsible for their conduct on the internet and that they are the only user under their account that is on the network system refer to the Password Policy. 

4.1 General 

· The Company provides Internet access to staff to assist them in carrying out their duties for the Company. It is envisaged that it will be used to lookup details about suppliers, products, to access government information and other statutory information. It should not be used for personal reasons.

4.2 Guidelines

· Do check that any information you access on the Internet is accurate, complete and current.

· Do check the validity of the information found.

· Do respect the legal protections to data and software provided by copyright and licenses.

· Do inform the I.T. Services immediately of any unusual occurrence.

· Do not download text or images which contain material of a pornographic, racist or extreme political nature, or which incites violence, hatred or any illegal activity.

· Do not download content from Internet sites unless it is work related.

· Do not download software from the Internet and install it upon the Company’s computer equipment. Unless authorized by a superior. 

· Do not use the Company’s computers to make unauthorized entry into any other computer or network.

· Do not disrupt or interfere with other computers or network users, services, or equipment. Intentional disruption of the operation of computer systems and networks is a crime under the Computer Misuse Act 1990.

· Do not represent yourself as another person. 

· Do not use Internet access to transmit political, obscene, threatening, or harassing materials.

· Do not use Internet to post or transmit personal information as stated in the PIPEDA.

5.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

6.0 Definitions

PIPEDA          Personal Information Protection and Electronic Documents Act

Ex: name, age, weight, height, mark records, income, loans, race, ethnic origin, color, marital status, religion, education, home address and phone numbers

5.5.13 Password

Password Access Policy

1.0 Overview

Access to internet is an important aspect, to ensure that individuals connected to N.A.I.T’s network are surfing the net appropriately.

2.0 Purpose

The purpose of this policy is to establish a standard for internet usage, so that our network will not be clogged with any unnecessary and or potentially harmful programs and that the internet is used to assist them on their duties at N.A.I.T. 

3.0 Scope 

The scope of this policy includes all personnel who have access to the N.A.I.T network and are responsible for the conduct on the N.A.I.T network.

4.0 Policy 

Each user is responsible for their conduct on the internet and that they are the only user under their account that is on the network system refer to the Password Policy. 

4.1 General 

· All system-level passwords (e.g., root, enable, NT admin, application administration accounts, etc.) must be changed on a quarterly basis.

· All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed every six months. The recommended change interval is every four months.

· User accounts that have system-level privileges granted through group memberships must have a unique password from all other accounts held by that user.

· Passwords must not be inserted into email messages or other forms of electronic communication.

· Where SNMP is used, the community strings must be defined as something other than the standard defaults of "public," "private" and "system" and must be different from the passwords used to log in interactively. A keyed hash must be used where available (e.g., SNMPv2).

· All user-level and system-level passwords must conform to the guidelines described below.

4.2 Guidelines

A. General Password Construction Guidelines

Passwords are used for various purposes at N.A.I.T. Some of the more common uses include: user level accounts, web accounts, email accounts, screen saver protection, voicemail password, and network resource logins. Since very few systems have support for one-time tokens (i.e., dynamic passwords which are only used once), everyone should be aware of how to select strong passwords. 

· The password can’t use common usage word such as: 

· Names of family, pets, friends, co-workers, fantasy characters, etc. 

· Computer terms and names, commands, sites, companies, hardware, software. 

· The words "N.A.I.T", "sanjose", "sanfran" or any derivation. 

· Birthdays and other personal information such as addresses and phone numbers. 

· Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc. 

· Any of the above spelled backwards. 

· Any of the above preceded or followed by a digit (e.g., secret1, 1secret) 

· Can contain both upper and lower case characters (e.g., a-z, A-Z) 

· Can digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-=\`{}[]:";'<>?,./) 

· Are at least eight alphanumeric characters long. 

· Are not a word in any language, slang, dialect, jargon, etc. 

· Are not based on personal information, names of family, etc. 

· Passwords should never be written down or stored on-line. Try to create passwords that can be easily remembered. One way to do this is create a password based on a song title, affirmation, or other phrase. For example, the phrase might be: "This May Be One Way To Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.

· Not a word found in the dictionary

· Try to pick acronyms, mnemonics, random letters, or insert non-alphabetic characters in the middle of the word, replace letters with numbers

· Use a mIXture of upper and LOWer case

· Must contain at least one number in the password anywhere, but it would be more secure if placed somewhere between the letters

NOTE: Do not use either of these examples as passwords! 

B. Password Protection Standards

Do not use the same password for N.A.I.T accounts as for other non-N.A.I.T access (e.g., personal ISP account, option trading, benefits, etc.). Where possible, don't use the same password for various N.A.I.T access needs. For example, select one password for the Engineering systems and a separate password for IT systems. Also, select a separate password to be used for an NT account and a UNIX account. 

Do not share N.A.I.T passwords with anyone, including administrative assistants or secretaries. All passwords are to be treated as sensitive, Confidential N.A.I.T information.

Here is a list of precautions: 

· Don't reveal a password over the phone to ANYONE 

· Don't reveal a password in an email message 

· Don't reveal a password to the boss 

· Don't talk about a password in front of others 

· Don't hint at the format of a password (e.g., "my family name") 

· Don't reveal a password on questionnaires or security forms 

· Don't share a password with family members 

· Don't reveal a password to co-workers while on vacation 

· Before entering your User ID and password, make sure no one is watching you, to avoid the so-called "shoulder surfing" technique

· Do NOT store your User ID(s) and password(s) on any loose bits of paper, sticky (post-it) notes, white boards, flip charts, etc

· Do NOT hide your User ID(s) and password(s) under the keyboard, or at any other would be "secret" hiding place. Do your best and memorize it

· Do not store passwords in a file on ANY computer system (including Palm Pilots or similar devices) without encryption.
If someone demands a password, refer them to this document or have them call someone in the Information Security Department. 

Do not use the "Remember Password" feature of applications (e.g., Eudora, OutLook, Netscape Messenger).

Change passwords at least once every six months (except system-level passwords which must be changed quarterly). The recommended change interval is every four months. 

If an account or password is suspected to have been compromised, report the incident to I.T staff and change all passwords. 

5.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 
5.5.14 Server

Server Security Policy

1.0 Purpose 

The purpose of this policy is to establish standards for the base configuration of internal server equipment that is owned and/or operated by N.A.I.T. Effective implementation of this policy will minimize unauthorized access to N.A.I.T proprietary information and technology. 

2.0 Scope

This policy applies to server equipment owned and/or operated by N.A.I.T, and to servers registered under any N.A.I.T-owned internal network domain. This policy is specifically for equipment on the internal N.A.I.T network.

3.0 Policy

To restrict access to N.A.I.T server equipment to authorized faculty only. 

  3.1 Ownership and Responsibilities

Approved server configuration guides must be established and maintained by the I.T’s.

Servers must be registered within the corporate enterprise management system. At a minimum, the following information is required to positively identify the point of contact: 

· Server contact(s) and location, and a backup contact 

· Hardware and Operating System/Version 

· Main functions and applications, if applicable 

· Information in the corporate enterprise management system must be kept up-to-date. 

· Configuration changes for production servers must follow the appropriate change management procedures. 

  3.2 General Configuration Guidelines

· Operating System configuration should be in accordance with approved guidelines. 

· Services and applications that will not be used must be disabled where practical. 

· Access to services should be logged and/or protected through access-control methods such as TCP Wrappers, if possible. 

· The most recent security patches must be installed on the system as soon as practical, the only exception being when immediate application would interfere with business requirements. 

· Trust relationships between systems are a security risk, and their use should be avoided. Do not use a trust relationship when some other method of communication will do. 

· Always use standard security principles of least required access to perform a function. 

· Do not use root when a non-privileged account will do. 

· If a methodology for secure channel connection is available (i.e., technically feasible), privileged access must be performed over secure channels, (e.g., encrypted network connections using SSH). 

· Servers should be physically located in an access-controlled environment. 

· All faculty accessing the server must be accompanied by a welder of keys (a person accessible to the server) into the secure area.

· Servers are specifically prohibited from operating from uncontrolled cubicle areas. 

3.3 Monitoring

· All security-related events on critical or sensitive systems must be logged and audit trails saved as follows: 

· All security related logs will be kept online for a minimum of 1 week. 

· Daily incremental tape backups will be retained for at least 1 month. 

· Weekly full tape backups of logs will be retained for at least 1 month. 

· Monthly full backups will be retained for a minimum of 2 years. 

· Security-related events will be reported to the Administrator, who will review logs and report incidents to IT management. Corrective measures will be prescribed as needed. Security-related events include, but are not limited to: 

· Port-scan attacks 

· Evidence of unauthorized access to privileged accounts 

· Anomalous occurrences that are not related to specific applications on the host. 

3.4 Compliance

· Audits will be performed on a regular basis by authorized organizations within N.A.I.T. 

· Audits will be managed by the internal audit group, in accordance with the Audit Policy. 

· Every effort will be made to prevent audits from causing operational failures or disruptions. 

4.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

5.0 Definitions 

Term

Definition
Server
For purposes of this policy, a Server is defined as an internal N.A.I.T Server. Desktop machines and Lab equipment are not relevant to the scope of this policy.

5.5.2 Acceptable Use Policy:

5.5.2.1 General:

General Acceptable Use Policy

1.0 Overview

An Acceptable Use Policy is not to impose restrictions that are contrary to N.A.I.T’s established culture of openness, trust and integrity. It is committed for protecting N.A.I.T's students from illegal or damaging actions by individuals, either knowingly or unknowingly.

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment, software, operating systems, storage media, network accounts providing electronic mail, WWW browsing, and FTP, are the property of N.A.I.T. These systems are to be used for sole purposes in serving the interests of the Institute, and students in the course of their term. Effective security is a team effort involving the I.T’s and the students, who is responsible for following these guidelines, and to conduct their activities accordingly.

2.0 Purpose

The purpose of this policy is to outline the acceptable use of computer equipment at N.A.I.T. These rules are in place to protect N.A.I.T and the students. Inappropriate use exposes N.A.I.T to risks including virus attacks, compromise of network systems and services, and legal issues. 

3.0 Scope

This policy applies to students of N.A.I.T, in any course or program.

4.0 Policy 

4.1 General Use and Ownership 

1. All material on N.A.I.T’s workstations will be lost when it is restored to original image. Backing up of any material is a requirement that is done by the student, and N.A.I.T is not liable for any lost or deleted material.

2. Students are responsible for exercising good judgment regarding the reasonableness of personal use. If there is any uncertainty, students should consult their supervisor or instructor. 

3. N.A.I.T reserves the right to audit networks and systems on a periodic basis to ensure compliance with this policy. 

4.2 Security and Proprietary Information 

1. Students should take necessary steps to prevent unauthorized access to their stored programs on workstations. By restricting access or by properly storing them in the appropriate areas as instructed by the instructor.

2. Keep passwords secure and do not share accounts. Users are responsible for the security of their passwords and accounts.

3. Because information contained on portable computers is especially vulnerable, special care should be exercised. 

4. Students must use extreme caution when opening e-mail attachments received from unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code when using the provided workstations. 

4.3. Unacceptable Use 

The following activities are, in general, prohibited. Under no circumstances is a student of N.A.I.T authorized to engage in any activity that is illegal under local, state, federal or international law while utilizing N.A.I.T -owned resources. 

The lists below are by no means exhaustive, but attempt to provide a framework for activities, which fall into the category of unacceptable use. 

System and Network Activities 

The following activities are strictly prohibited, with no exceptions: 

1. Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, but not limited to, the installation or distribution of "pirated" or other software products that are not appropriately licensed for use by N.A.I.T. 

2. Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of any copyrighted software for which N.A.I.T or the end user does not have an active license is strictly prohibited. 

3. Exporting software, technical information, encryption software or technology, in violation of international or regional export control laws, is illegal. The appropriate management should be consulted prior to export of any material that is in question. 

4. Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.). 

5. Revealing your account password to others or allowing use of your account by others. This includes family and other household members when work is being done at home. 

6. Using a N.A.I.T computing asset to actively engage in procuring or transmitting material that is in violation of sexual harassment or hostile workplace laws in the user's local jurisdiction. 

7. Making fraudulent offers of products, items, or services originating from any N.A.I.T account. 

8. Effecting security breaches or disruptions of network communication. Security breaches include, but are not limited to, accessing data of which the student is not an intended recipient or logging into a server or account that the student is not expressly authorized to access, unless these duties are within the scope of regular duties. For purposes of this section, "disruption" includes, but is not limited to, network sniffing, pinged floods, packet spoofing, denial of service, and forged routing information for malicious purposes. 

9. Executing any form of network monitoring which will intercept data not intended for the student's host, unless this activity is a part of the student's lab/duty. 

10. Circumventing user authentication or security of any host, network or account. 

11. Interfering with or denying service to any user other than the student's host (for example, denial of service attack). 

12. Using any program/script/command, or sending messages of any kind, with the intent to interfere with, or disable, a user's terminal session, via any means, locally or via the Internet/Intranet/Extranet. 

Email and Communications Activities 

1. Sending unsolicited email messages, including the sending of "junk mail" or other advertising material to individuals who did not specifically request such material (email spam). 

2. Any form of harassment via email, telephone or paging, whether through language, frequency, or size of messages. 

3. Unauthorized use, or forging, of email header information. 

4. Solicitation of email for any other email address, other than that of the poster's account, with the intent to harass or to collect replies. 

5. Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type. 

6. Use of unsolicited email originating from within N.A.I.T 's networks of other Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted by N.A.I.T or connected via N.A.I.T 's network. 

5.0 Enforcement 

Any student found to have violated this policy may be subject to disciplinary action, up to and including expulsion or the involvement of authorities.

6.0 Definitions

Term
Definition
Spam
Unauthorized and/or unsolicited electronic mass mailings.
5.5.2.2 Student

Student Acceptable Use Policy

1.0 Overview

An Acceptable Use Policy is not to impose restrictions that are contrary to N.A.I.T’s established culture of openness, trust and integrity. It is committed for protecting N.A.I.T's students from illegal or damaging actions by individuals, either knowingly or unknowingly.

Internet/Intranet/Extranet-related systems, including but not limited to computer equipment, software, operating systems, storage media, network accounts providing electronic mail, WWW browsing, and FTP, are the property of N.A.I.T. These systems are to be used for sole purposes in serving the interests of the Institute, and students in the course of their term. Effective security is a team effort involving the I.T’s and the students, who is responsible for following these guidelines, and to conduct their activities accordingly.

2.0 Purpose

The purpose of this policy is to outline the acceptable use of computer equipment at N.A.I.T. These rules are in place to protect N.A.I.T and the students. Inappropriate use exposes N.A.I.T to risks including virus attacks, compromise of network systems and services, and legal issues. 

3.0 Scope

This policy applies to students of N.A.I.T, in any course or program.

4.0 Policy 

4.1 General Use and Ownership 

1.
All material on N.A.I.T’s workstations will be lost when it is restored to original image. Backing up of any material is a requirement that is done by the student, and N.A.I.T is not liable for any lost or deleted material.

2. Students are responsible for exercising good judgment regarding the reasonableness of personal use. If there is any uncertainty, students should consult their supervisor or instructor. 

3. N.A.I.T reserves the right to audit networks and systems on a periodic basis to ensure compliance with this policy.

4.2 Security and Proprietary Information 

5. Students should take necessary steps to prevent unauthorized access to their stored programs on workstations. By restricting access or by properly storing them in the appropriate areas as instructed by the instructor.

6. Keep passwords secure and do not share accounts. Users are responsible for the security of their passwords and accounts.

7. Because information contained on portable computers is especially vulnerable, special care should be exercised. 

8. Students must use extreme caution when opening e-mail attachments received from unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code when using the provided workstations. 

4.3. Unacceptable Use 

The following activities are, in general, prohibited. Under no circumstances is a student of N.A.I.T authorized to engage in any activity that is illegal under local, state, federal or international law while utilizing N.A.I.T -owned resources. 

The lists below are by no means exhaustive, but attempt to provide a framework for activities, which fall into the category of unacceptable use. 

System and Network Activities 

The following activities are strictly prohibited, with no exceptions: 

1. Violations of the rights of any person or company protected by copyright, trade secret, patent or other intellectual property, or similar laws or regulations, including, but not limited to, the installation or distribution of "pirated" or other software products that are not appropriately licensed for use by N.A.I.T. 

2. Unauthorized copying of copyrighted material including, but not limited to, digitization and distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of any copyrighted software for which N.A.I.T or the end user does not have an active license is strictly prohibited. 

3. Exporting software, technical information, encryption software or technology, in violation of international or regional export control laws, is illegal. The appropriate management should be consulted prior to export of any material that is in question. 

4. Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan horses, e-mail bombs, etc.). 

5. Revealing your account password to others or allowing use of your account by others. This includes family and other household members when work is being done at home. 

6. Using a N.A.I.T computing asset to actively engage in procuring or transmitting material that is in violation of sexual harassment or hostile workplace laws in the user's local jurisdiction. 

7. Making fraudulent offers of products, items, or services originating from any N.A.I.T account. 

8. Effecting security breaches or disruptions of network communication. Security breaches include, but are not limited to, accessing data of which the student is not an intended recipient or logging into a server or account that the student is not expressly authorized to access, unless these duties are within the scope of regular duties. For purposes of this section, "disruption" includes, but is not limited to, network sniffing, pinged floods, packet spoofing, denial of service, and forged routing information for malicious purposes. 

9. Executing any form of network monitoring which will intercept data not intended for the student's host, unless this activity is a part of the student's lab/duty. 

10. Circumventing user authentication or security of any host, network or account. 

11. Interfering with or denying service to any user other than the student's host (for example, denial of service attack). 

12. Using any program/script/command, or sending messages of any kind, with the intent to interfere with, or disable, a user's terminal session, via any means, locally or via the Internet/Intranet/Extranet. 

Email and Communications Activities 

1.Sending unsolicited email messages, including the sending of "junk mail" or other advertising material to individuals who did not specifically request such material (email spam). 

2.Any form of harassment via email, telephone or paging, whether through language, frequency, or size of messages. 

3. Unauthorized use, or forging, of email header information. 

4.Solicitation of email for any other email address, other than that of the poster's account, with the intent to harass or to   collect replies. 

5.Creating or forwarding "chain letters", "Ponzi" or other "pyramid" schemes of any type. 

6.Use of unsolicited email originating from within N.A.I.T 's networks of other Internet/Intranet/Extranet service providers on behalf of, or to advertise, any service hosted by N.A.I.T or connected via N.A.I.T 's network. 

5.0 Enforcement 

Any student found to have violated this policy may be subject to disciplinary action, up to and including expulsion or the involvement of authorities.

6.0 Definitions

Term
Definition
Spam
Unauthorized and/or unsolicited electronic mass mailings. 

5.5.3 Special Access:

Special Access Policy

1.0 Purpose

The Special Access Policy is intended for temporary users so that information can not be disclosed concerning other employees, as well as the any sensitivity information will not be disclosed outside of N.A.I.T without proper authorization. People under this category are under strict access control list.

2.0 Scope 

All N.A.I.T information is categorized into two main classifications: 

· N.A.I.T Public 

· N.A.I.T Confidential 

N.A.I.T Public information is information that has been declared public knowledge by someone with the authority to do so, and can freely be given to anyone without any possible damage to N.A.I.T Systems. 

N.A.I.T Confidential contains all other information. It is a continuum, in that it is understood that some information is more sensitive than other information, and should be protected in a more secure manner. Included is information that should be protected very closely, such as trade secrets, development programs, potential acquisition targets, and other information integral to the success of our company. Also included in N.A.I.T Confidential is information that is less critical, such as telephone directories, general corporate information, personnel information, etc., which does not require as stringent a degree of protection. 

A subset of N.A.I.T Confidential information is "N.A.I.T Third Party Confidential" information. This is confidential information belonging or pertaining to another corporation which has been entrusted to N.A.I.T by that company under non-disclosure agreements and other contracts. Examples of this type of information include everything from joint development efforts to vendor lists, customer orders, and supplier information. Information in this category ranges from extremely sensitive to information about the fact that we've connected a supplier / vendor into N.A.I.T's network to support our operations. 

N.A.I.T personnel are encouraged to use common sense judgment in securing N.A.I.T Confidential information to the proper extent. If an employee is uncertain of the sensitivity of a particular piece of information, he/she should contact their manager

3.0 Policy 

The Special Access Guidelines below provides details on how to a third party is to only access material authorized by the NAIT.

3.1 Gathering or researching any material:

Marking guidelines for information in hardcopy or electronic form. 

Marking is at the discretion of the owner or custodian of the information. If marking is desired, the words "N.A.I.T Confidential" may be written or designated in a conspicuous place on or in the information in question. Other labels that may be used include "N.A.I.T Proprietary" or similar labels at the discretion of your individual business unit or department. Even if no marking is present, N.A.I.T information is presumed to be "N.A.I.T Confidential" unless expressly determined to be N.A.I.T Public information by a N.A.I.T employee with authority to do so.

Access:  Special access must have authorized personnel with them view any confidential material and must sign this document.

Distribution: Special access will have no access to any distribution devices unless authorized and material is verified and appropriate measures are taken before any distribution also recipient of the material must be a valid precipitant.  
Penalty for deliberate or inadvertent disclosure:  Up to and including termination, possible civil and/or criminal prosecution to the full extent of the law.

4.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

Definitions 

Terms and Definitions

Appropriate measures

To minimize risk to N.A.I.T from an outside business connection. N.A.I.T computer use by competitors and unauthorized personnel must be restricted so that, in the event of an attempt to access N.A.I.T corporate information, the amount of information at risk is minimized.

Approved Electronic File Transmission Methods

Includes supported FTP clients and Web browsers. 

Approved Electronic Mail
Includes all mail systems supported by the IT Support Team. These include, but are not necessarily limited to, [insert corporate supported mailers here…]. If you have a business need to use other mailers contact the appropriate support organization. 

Company Information System Resources

Company Information System Resources include, but are not limited to, all computers, their data and programs, as well as all paper information and any information at the Internal Use Only level and above. 

Individual Access Controls

Individual Access Controls are methods of electronically protecting files from being accessed by people other than those specifically designated by the owner. On UNIX machines, this is accomplished by careful use of the chmod command (use man chmod to find out more about it). On Mac’s and PC's, this includes using passwords on screensavers, such as Disklock.             

Insecure Internet Links

Insecure Internet Links are all network links that originate from a locale or travel over lines that are not totally under the control of N.A.I.T. 

Encryption

Secure N.A.I.T Sensitive information in accordance with the Acceptable Encryption Policy. International issues regarding encryption are complex. Follow corporate guidelines on export controls on cryptography, and consult your manager and/or corporate legal services for further guidance. 

One Time Password Authentication

One Time Password Authentication on Internet connections is accomplished by using a one time password token to connect to N.A.I.T's internal network over the Internet. Contact your support organization for more information on how to set this up. 

5.5.4 Wireless:

Wireless Communication Policy

1.0 Purpose 

This policy prohibits access to NAIT networks via unsecured wireless communication mechanisms. Only wireless systems that meet the criteria of this policy or have been granted an exclusive waiver by InfoSec are approved for connectivity to NAIT's networks.

2.0 Scope 

This policy covers all wireless data communication devices (e.g., personal computers, cellular phones, PDAs, etc.) connected to any of NAIT's internal networks. This includes any form of wireless communication device capable of transmitting packet data. Wireless devices and/or networks without any connectivity to NAIT’s networks do not fall under the purview of this policy.

3.0 Policy 

3.1 Register Access Points and Cards

All wireless Access Points / Base Stations connected to the corporate network must be registered and approved by InfoSec. These Access Points / Base Stations are subject to periodic penetration tests and audits.   All wireless Network Interface Cards (i.e., PC cards) used in corporate laptop or desktop computers must be registered with InfoSec

3.2 Approved Technology
All wireless LAN access must use corporate-approved vendor products and security configurations.

3.3 VPN Encryption and Authentication
All computers with wireless LAN devices must utilize a corporate-approved Virtual Private Network (VPN) configured to drop all unauthenticated and unencrypted traffic.  To comply with this policy, wireless implementations must maintain point to point hardware encryption of at least 56 bits.  All implementations must support a hardware address that can be registered and tracked, i.e., a MAC address. All implementations must support and employ strong user authentication which checks against an external database such as TACACS+, RADIUS or something similar. 

3.4 Setting the SSID

The SSID shall be configured so that it does not contain any identifying information about the organization, such as the company name, division title, employee name, or product identifier.

4.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

5.0 Definitions 

Terms 


Definitions 

User Authentication
A method by which the user of a wireless system can be verified as a legitimate user independent of the computer or operating system being used.

5.5.5 Incident Specific Procedures:

After interviewing key members of NAIT, Mantacore has devised the following backup/recovery strategies that will assist NAIT in meeting its business and technical goals. 

Disaster Scenarios:

1. Data Loss: No matter what technology is employed, failures can happen. Without having in place excess redundancy, a backup strategy can be in place that will allow for same day business recovery from a disaster. A Data Loss backup strategy should be implemented using a DLT Tape backup. The following Schedule and procedures are recommended:

· Monday: Differential

· Tuesday: Full:

· Wednesday: Differential

· Thursday: Differential

· Friday: Full

· Saturday: Differential

· Sunday: Differential

Two full backups are recommended. This may seem excessive and can be modified to meet your specific business needs and cost structure, but our experience shows us that 2 full backups within a weeks period gives a customer a 3 nines (99.9) data reliability factor.

Tuesday is chosen because experience has shown us that the most changes to a data system happen on the first two days of a work week. Employees sometimes work at home and then store data when they return on the Monday, and work that has been pending over a weekend is inputted on a Monday/Tuesday. 

Friday is chosen for obvious reasons to backup business critical data that occurred during the work week.  

It is also recommended that all full backups be taken off site and stored in a secure, and natural disaster proof facility. This ensures the quickest recovery from any type of disaster that may occur. All other backups should be stored in a disaster proof safe, not necessarily off-site, but away from the data store that it is backing up. It makes no sense to keep the safe where the backups are stored in the location you are trying to protect. We also recommend the following:

· Completing bi-monthly tests backup integrity checks. This will ensure that the backups are completing successfully. This is the only true way of determining that a successful backup has occurred.   

· Completing monthly recovery practices. This schedule keeps persons responsible and up to date on any wrinkles that occur during a recovery so that in an actual use case, the recovery can be completed efficiently and effectively in a timely manor. 

2. Virus/Worm infection: As in anything, proof speaks louder than words, A world leading Anti-Virus maker: McAfee provides a map of current virus/worm infections happening around the world:
http://us.mcafee.com/virusInfo/default.asp 

The VIRUS MAP shows a global view of the number of companies who have been attacked by different electronically and who have submitted the results to McAfee. This is just one Anti-Virus Product and those infected have chosen to publish the results. To have an attitude that this will not happen to our organization is irresponsible to your employees and customers. 

The problem with a virus/worm infection is what do you do once you are attacked. Anti-Virus software is only effective if you are not one or the first ones attacked because then virus definitions for Anti-Virus software can be made and enforced.  Mantacore’s experience has shown us that recovery is not the issue because these attacks are recoverable. The issue is how best to plan for a quick recovery and how to mitigate loss of business. 

Experience has shown us that quick recovery comes from a divide and conquer approach. In network terms that means, the hierarchical manor in which we have chosen to design the ICTC Center will greatly assists in this strategy. The links between the Core, Distribution, and Access Layer are well known and can be isolated when an attack occurs. 

For example, worst case scenario is that a server on the core layer (example DHCP) which is accessed by all users becomes infected. That means that the virus/worm has the opportunity to propagate to all systems. In this case, finding the source of the infection is the most difficult and time consuming part. To expedite the search for the source, as well as in recovery, the connecting links between the different layers can be severed and the infection dealt with on a smaller more manageable level. 

Once the links are severed, virus recovery software can be put into action and the “clean-up” can begin. Once all systems are clean, the interconnecting links can be re-established and normal business can resume. A problem that could have taken days, weeks, or even months to solve (depending on the size of the company), is now solved within a less than one business day.  

3. Recovery from a Hardware Failure: No matter how much is spent on hardware, eventually it will fail. Recovery from such an event depends only on how much the corporation is willing to lose in lost productivity hours. If there are certain business critical applications that need specifc hardware to run, then Mantacore suggests purchasing 2 of the specific hardware if affordable. 
4. Recovery from Critical Server Failure:

All Server Images are to be backed up on a twice monthly backup schedule. This way if the server should fail from software, the machine can be up an running within 3 hours (testing included) of failure. If a piece of hardware on the server should fail, RAID 5 is implemented on all hard drives so that it can withstand 1 failure. All data is also backed up on a regular basis as indicated above. 

5. Recovery from Critical Link Failure:

Access Layer Switch: The only failure which would result in a loss of business critical time. 1 Replacement is kept on hand in case of emergencies. That equates to 1 24 port backup switch for 14 classrooms. If a loss of network activity is seen throughout a classroom, then the likely cause is a failing switch, the replacement switch can be installed and configured in less than an hour.

Distribution Layer Switch: Because we chose a hierarchical web, a failure at the distribution layer would have little of no effect on users unless the BW utilization is unusually large. The 2 switches that load balance would see an increase of around 50% utilization. A replacement could be ordered and installed with little or no downtime to the users. 

Core Layer Router: Because we chose a hierarchical web, a failure at the core layer would have little of no effect on users unless the BW utilization is unusually large. The 2 switches that load balance would see an increase of around 50% utilization. A replacement could be ordered and installed with little or no downtime to the users.
5.5.6 Connection Requirements:

5.5.6.1 VPN Access

Password Access Policy

1.0 Overview

Access to internet is an important aspect, to ensure that individuals connected to N.A.I.T’s network are surfing the net appropriately.

2.0 Purpose

The purpose of this policy is to establish a standard for internet usage, so that our network will not be clogged with any unnecessary and or potentially harmful programs and that the internet is used to assist them on their duties at N.A.I.T. 

3.0 Scope 

The scope of this policy includes all personnel who have access to the N.A.I.T network and are responsible for the conduct on the N.A.I.T network.

4.0 Policy 

Each user is responsible for their conduct on the internet and that they are the only user under their account that is on the network system refer to the Password Policy. 

4.1 General 

· All system-level passwords (e.g., root, enable, NT admin, application administration accounts, etc.) must be changed on a quarterly basis.

· All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed every six months. The recommended change interval is every four months.

· User accounts that have system-level privileges granted through group memberships must have a unique password from all other accounts held by that user.

· Passwords must not be inserted into email messages or other forms of electronic communication.

· Where SNMP is used, the community strings must be defined as something other than the standard defaults of "public," "private" and "system" and must be different from the passwords used to log in interactively. A keyed hash must be used where available (e.g., SNMPv2).

· All user-level and system-level passwords must conform to the guidelines described below.

4.2 Guidelines

A. General Password Construction Guidelines

Passwords are used for various purposes at N.A.I.T. Some of the more common uses include: user level accounts, web accounts, email accounts, screen saver protection, voicemail password, and network resource logins. Since very few systems have support for one-time tokens (i.e., dynamic passwords which are only used once), everyone should be aware of how to select strong passwords. 

· The password can’t use common usage word such as: 

· Names of family, pets, friends, co-workers, fantasy characters, etc. 

· Computer terms and names, commands, sites, companies, hardware, software. 

· The words "N.A.I.T", "sanjose", "sanfran" or any derivation. 

· Birthdays and other personal information such as addresses and phone numbers. 

· Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc. 

· Any of the above spelled backwards. 

· Any of the above preceded or followed by a digit (e.g., secret1, 1secret) 

· Can contain both upper and lower case characters (e.g., a-z, A-Z) 

· Can digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-=\`{}[]:";'<>?,./) 

· Are at least eight alphanumeric characters long. 

· Are not a word in any language, slang, dialect, jargon, etc. 

· Are not based on personal information, names of family, etc. 

· Passwords should never be written down or stored on-line. Try to create passwords that can be easily remembered. One way to do this is create a password based on a song title, affirmation, or other phrase. For example, the phrase might be: "This May Be One Way To Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.

· Not a word found in the dictionary

· Try to pick acronyms, mnemonics, random letters, or insert non-alphabetic characters in the middle of the word, replace letters with numbers

· Use a mIXture of upper and LOWer case

· Must contain at least one number in the password anywhere, but it would be more secure if placed somewhere between the letters

NOTE: Do not use either of these examples as passwords! 

B. Password Protection Standards

Do not use the same password for N.A.I.T accounts as for other non-N.A.I.T access (e.g., personal ISP account, option trading, benefits, etc.). Where possible, don't use the same password for various N.A.I.T access needs. For example, select one password for the Engineering systems and a separate password for IT systems. Also, select a separate password to be used for an NT account and a UNIX account. 

Do not share N.A.I.T passwords with anyone, including administrative assistants or secretaries. All passwords are to be treated as sensitive, Confidential N.A.I.T information.

Here is a list of precautions: 

· Don't reveal a password over the phone to ANYONE 

· Don't reveal a password in an email message 

· Don't reveal a password to the boss 

· Don't talk about a password in front of others 

· Don't hint at the format of a password (e.g., "my family name") 

· Don't reveal a password on questionnaires or security forms 

· Don't share a password with family members 

· Don't reveal a password to co-workers while on vacation 

· Before entering your User ID and password, make sure no one is watching you, to avoid the so-called "shoulder surfing" technique

· Do NOT store your User ID(s) and password(s) on any loose bits of paper, sticky (post-it) notes, white boards, flip charts, etc

· Do NOT hide your User ID(s) and password(s) under the keyboard, or at any other would be "secret" hiding place. Do your best and memorize it

· Do not store passwords in a file on ANY computer system (including Palm Pilots or similar devices) without encryption.
If someone demands a password, refer them to this document or have them call someone in the Information Security Department. 

Do not use the "Remember Password" feature of applications (e.g., Eudora, OutLook, Netscape Messenger).

Change passwords at least once every six months (except system-level passwords which must be changed quarterly). The recommended change interval is every four months. 

If an account or password is suspected to have been compromised, report the incident to I.T staff and change all passwords. 

5.0 Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

5.5.6.2 Modem Access

Dial up access to students is not allowed unless specifically requested by an authorized program head. Please refer to the Special Access Policy as to the specific procedures etc. 

Since the instructors all have VPN access, dial-up access has been determined to be of non-business critical components, special access documents are used, and the polices are described in general under the Special Access Policy. 

5.5.7 PIPEDA:

As documented in the Appendix (b), the act of PIPID specific relational items is are covered in the above policies and procedures. Since NAIT is a not-for profit organization (Public Institution) the act only applies to its handling of data of which policies and procedures are documented above.

5.6 Wireless Site Survey:

NAIT ITCT Second Floor RF Site Survey 

Prepared for NAIT by Mantacore Consulting Inc. 

The Following are preliminary steps for implementing Wireless Access in the NAIT ICTC Centre 2nd floor:

1. Facility Diagram:  This documents all rooms for the NAIT ICTC Centre 2nd floor.

2. Visually inspect the facility. The following has been noted:

· The layout is very modular. Each pod is rectangular in length with a gap between. 
· The Computer Commons is essentially a square encapsulation so a multidirectional reference point is more than likely.

· At the end of each pod, there is a large amount of metal (iron) that could impede signals at the north-ends of each of the pods.

The Instructors are located in a rectangular area, which appears difficult to provide complete coverage without overlapping coverage areas

3. Number of likely users:
· Computer Commons: max 5 Tables * 5 users/table + 10 +- 5 = 40 users
· Instructors: max 65 (instructors)

· Pods: hypothesize 10 / classroom = 60 max / Pod
· Common Ares: hypothesize 20 * 2 = 40 max
4. What is the current business case for the Wireless Network: 
· The only users that may need as a business case at the moment are the instructors since wireless PDA’s are currently being implemented. 

· NAIT Corporate would like the ICTC Center to be a Technological Showcase for the Institution.

5. What is the protocol to be used: 802.11b is preferred with channels 1, 6, and 11. 802.11a as noted by NAIT Corporate is not an option.
6. Identify user areas. 

· The Computer Commons.

· The classrooms in pods A, B, and C.

· The Instructors pod and Inter-pod student lounges.

7. Determine preliminary access point locations. 

Given the floor plans for the NAIT ICTC Center 2nd floor and utilizing the following baseline chart of Relative attenuation of Radio Frequency Obstacles:

	Obstruction
	Degree of Attenuation
	Example

	Open space

	None

	Cafeteria, courtyard


	Plaster

	Low

	Inner wall(old plaster lower than new plaster)


	Synthetic materials

	Low

	Office partition


	Human body

	Medium

	Large group of people


	Bricks

	Medium

	Inner wall, outer wall, floor


	Concrete

	High

	Floor, outer wall, support pillar


	Metal

	Very High

	Desk, office partition, reifnorced concrete, elevator shart, filing cabinet, sprinkler system, ventilator


			

	


Which equates to:

· Loss through a typical office window: 38% 

· Loss through a typical brick wall: 60%  

· Loss through a typical office wall: 75% 

· Loss through a typical metal door in an office wall: 93%

Mantacore has chosen following preliminary test locations:

· W203 (Computer Commons): Omni Directional Antenna because of the open space proposed in W203

· On the wall in the hallway across from the student lounges in W214 and W224: Patch Directional Antenna because there are no users south of hallways.

· WA218 (left middle): Dipole Antenna to attempt to provide coverage to the entire pod. 

· WB216A: Dipole Antenna to attempt to provide coverage to the entire pod.

· WC202A (middle): Dipole Antenna to attempt to provide coverage to the entire pod.

· Cubicle MH in W205(Instructors Pod): Patch Directional Antenna to provide coverage to ½ the pod.

· W2050 (Instructors Pod): Patch Directional Antenna to provide coverage to ½ the pod.

The following is the test locations and wireless coverage approximations: 
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Legend:

i. Yellow Indicates Computer Commons.

ii. Red Indicate Classroom/Pods.

iii. Blue Indicates Common meeting areas.

iv. Green Indicates Instructor Offices.

8. Verify access point locations. Since CISCO Aero products will be used, we will be using CISCO testing software. The following devices will also be used:

· 2 wireless notebooks with netstumbler installed on it as well as other software to test current wireless implementations.
· A Compaq IPAQ with CISCO software RFV Test software.
· A test RF emitter that can be set for different channels so as to not to interfere with current wireless implementations.

Documenting Results:

	Location
	Signal - 25m
	Noise - 25m
	Ratio - 25m
	Signal - 50m
	Noise - 50m
	Ratio - 50m

	

	W203
	
	
	
	
	
	

	WA216
	
	
	
	
	
	

	W214 A-B
	
	
	
	
	
	

	WB216AA
	
	
	
	
	
	

	W224 B-C
	
	
	
	
	
	

	WC202A
	
	
	
	
	
	

	W2050
	
	
	
	
	
	

	W205 MH
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Location
	Signal - 75m
	Noise - 75m
	Ratio - 75m
	Signal - 100m
	Noise - 100m
	Ratio - 100m

	

	W203
	
	
	
	
	
	

	WA216
	
	
	
	
	
	

	W214 A-B
	
	
	
	
	
	

	WB216AA
	
	
	
	
	
	

	W224 B-C
	
	
	
	
	
	

	WC202A
	
	
	
	
	
	

	W2050
	
	
	
	
	
	

	W205 MH
	
	
	
	
	
	


Results are documented in the Appendix (a)

Physical Network Description
6. Physical Network Description:

6.1 Cabling: 


Included in the design for the second floor of the ICTC center at NAIT is the requirement of a wiring infrastructure. In the past this decision may have been a simpler one, but with the advances in network infrastructure in the recent past and the foreseeable future, cable selection is a very important aspect of the overall network design. Selecting cable for the access layer of the second floor of the ICTC center involves many requirements including:

· Lifespan of installed cable

· Cost of the selected cable

· Cost of cable type accessories

· Cables types capacity

Possible cabling solutions include:

· Category 5

· Category 5e

· Category 6

· Single mode fiber

· Multi mode fiber

	
	Cable Cost
	Cable Accessories (Connectors, etc…)
	Projected Lifespan
	Capacity

	Cat 5
	$60.38/1000 ft.
	$20.70

100 count
	0 years
	10/100 Mbps

	Cat 5e
	$78.89/1000 ft.
	$20.70

100 count 
	5 years
	10/100/1000 Mbps

	Cat 6
	$136.85/1000 ft.
	$31.91 

100 count
	10 years
	10/100/1000/~

Mbps

	Single Mode Fiber
	$2118.36/1000 ft.
	$25.44

100 count
	10 years
	1000/~

Mbps

	Multimode Fiber
	$2118.36/1000 ft.
	$24.00

100 count
	5 years
	1000/~

Mbps


Prices referenced in this document are from CablesDirect.com and l-com.com and are applicable as of 4/21/2004.

Cable Selected: Category 5e

Cat 5e proves to be the most economic solution to the wiring infrastructure at the access layer. The low cost in comparison to Cat 6 and the ease of installation made the selection an easy one. Also, given current speeds of Cat 5e of up to 1Gbps, we see no foreseeable reason to install Cat 6, given also that Cat 5e 10 Gbps testing is currently in the works. The other major factor was technology. We do not believe that the technology will exist in 30 years that would reason the installation of Cat 6 cabling. 
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The following are the lengths required to connect a typical classroom (WB216) to the access layer components:

	Wiring Infrastructure (all measurements in feet)

	 

	Station
	Vertical Wiring
	N/S Wiring
	E/W Wiring
	Wiring Closet Distance
	Extra Overhead
	10%  Overhead
	Total

	 

	AA
	8
	6
	0
	12
	4
	3
	33

	BB
	8
	6
	8
	12
	4
	3.8
	41.8

	A
	8
	8
	0
	12
	4
	3.2
	35.2

	B
	8
	8
	0
	12
	4
	3.2
	35.2

	C
	8
	8
	28
	12
	4
	6
	66

	D
	8
	8
	28
	12
	4
	6
	66

	E
	8
	14
	0
	12
	4
	3.8
	41.8

	F
	8
	14
	0
	12
	4
	3.8
	41.8

	G
	8
	14
	28
	12
	4
	6.6
	72.6

	H
	8
	14
	28
	12
	4
	6.6
	72.6

	I
	8
	20
	0
	12
	4
	4.4
	48.4

	J
	8
	20
	0
	12
	4
	4.4
	48.4

	K
	8
	20
	28
	12
	4
	7.2
	79.2

	L
	8
	20
	28
	12
	4
	7.2
	79.2

	M
	8
	26
	0
	12
	4
	5
	55

	N
	8
	26
	0
	12
	4
	5
	55

	O
	8
	26
	28
	12
	4
	7.8
	85.8

	P
	8
	26
	28
	12
	4
	7.8
	85.8

	Q
	8
	32
	0
	12
	4
	5.6
	61.6

	R
	8
	32
	0
	12
	4
	5.6
	61.6

	S
	8
	32
	28
	12
	4
	8.4
	92.4

	T
	8
	32
	28
	12
	4
	8.4
	92.4

	U
	8
	38
	0
	12
	4
	6.2
	68.2

	V
	8
	38
	0
	12
	4
	6.2
	68.2

	W
	8
	38
	28
	12
	4
	9
	99

	X
	8
	38
	28
	12
	4
	9
	99

	
	
	
	
	
	
	Total:
	1685.2


6.2 Access Layer Device Configuration:

a) Workstations (NET Configuration Shown)

NET Workstations:

Background:

As part of the NAIT ICTC Network Design Requirements, Mantacore was contracted to spec out Workstations to be used by the NET students and instructors to be located in WB216. After careful consultation with the Program head (Mr. Brian Nelson) and Assistant Program Head (Mr. John Sloan) we were able to arrive at some requirements and future (5 year) possible requirements:

1) Primary NET business use application (vmWare), which emulate OS using Virtual Machines. Unfortunately this key NET software is also a memory (96 MB required per VM), hard drive consumer (4 GB / VM) and as indicated from the instructors, currently 3 Virtual Machines runs extremely sluggishly on current workstations (Intel Celron 1.2 with 712 MB RAM). 

2) Other applications including network simulation software, such as NetRule currently used by NET staff and students also places a large requirement on resources. 

3) Future possibilities as indicated by the NET instructors include: future thin client instruction via the workstations, future web-casting from other institutions if there are specialty courses that need to be taught.

Based on the above, we decided to compare the following in the below decision matrix:

(choice shown in bold)
	Model:
	Processor
	Ram
	HD
	Slots         (PCI-AGP)
	Bays (int-ext)
	Ports (USB-Serial-Parallel)
	Spec Pricing
	Met Requirements

	 
	 
	 
	 
	 
	 
	 
	 
	 

	xw4100
	2.6-3.2 P4
	4.0 Gb
	500GB ATA / 484 GB SCSI
	5 -- 1
	2 -- 4
	6 -- 2 -- 1
	$1,980.00
	Y

	dx2000
	2.6-3.2 P4
	515 mb
	40 GB
	4 -- 1
	2 -- 2
	6 -- 2 -- 1
	$1,278.00
	N

	d530
	2.6-3.2 P4
	4.0 Gb
	40 GB
	4 -- 1
	2 -- 2
	6 -- 2 -- 1
	$1,720.00
	Y


Final Decision:
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hp Compaq Buiness Desktop d530

· Intel® Pentium® 4 2.6 Ghz 

· Intel 865G chipset with Intel Extreme 2 integrated graphics 

· Integrated Broadcom NetXtreme Gigabit ethernet for HP 

· 533 MHz processor front side bus support 

· SMART III Ultra ATA/100 Hard Drives 40GB

· SoundMax Digital AC97 integrated audio with internal speaker 

· MultiBay support on small form factor and convertible minitower (optional drive adapter is required) 

· 6 USB ports 

· Dual channel DDR 333MHz (PC2700) memory  1.5 GB

· Easy-to-use management tools built-in, including, HP Client Manager, and Altiris express agents 

· Energy Star compliance with energy-saving features 

· Protected by HP Services, including a 3-3-3, standard warranty. Terms and conditions vary by country. Certain restrictions and exclusions apply.

Total / NET workstation: $1720.00 

Given that it met current and future requirements, along with its expandability and lower per unit price than the xw4100. The xw4100 had some nice features including SCSI HD, but after long consultation periods between Mantacore, Brian Nelson, and John Sloan, it was determined that while SCSI was nice, it was not for-seen as a 5 year Course requirement.

The d530 had the processing requirements and memory upgradeability to accommodate current and future implementations of their primary business software, vmWare. 

Current Pricing Structure:

	Number of Students / Classroom:
	24

	Number of Instructors / Classroom:
	1

	 

	Number of Workstations Required:
	25

	Number of Monitors Required:
	25

	 

	Workstation: hp d530:
	$1,720.00

	Monitor: 17" Flatpanel Flatscreen:
	$350.00

	 

	Subtotal: Workstations
	$43,000.00

	Subtotal: Monitors:
	$8,750.00

	 

	Subtotal: 
	$51,750.00

	 

	Subtotal (GST):
	$3,622.50

	 

	Total:
	$55,372.50


b) NET Access Layer Servers

Application Layer Server:

Background:

As part of the NAIT ICTC Network Design Requirements, Mantacore was contracted to spec out 2 Access Layer Servers for the NET department to be located in WB216AA. After careful consultation with the Program head (Mr. Brian Nelson) and Assistant Program Head (Mr. John Sloan) we were able to arrive at some requirements and future (5 year) possible requirements:

1) The current storage capacity of 72 Gb was constantly being strained in the current environment. The current fix was to use external USB drives.

2) Cost is seen as an important issue for Application Layer devices as determined from the interviews with NAIT Corporate.

3) The old-style Tower Server design was fine, but after viewing the room dimensions of Wb216AA, it was determined that a rack mounted design would maximize space.

4) The current 1.6 P3 being used seemed to be at the heart of a number of issues. It was therefore decided that a faster model would be chosen with the possibility of expansion if required. 

5) Since the program is business dependent on computer access, Fault Tolerance is a required luxury. Compounding the issue is that there are limited staff on hand to handle such an issue. Brian and John had both mentioned that they were the ones that assumed responsibility and thus it took time away from teaching to fix these issues. 

6) Security is an issue, as it is in all public institutions. It was mentioned that brain-storming sessions had brought up the idea of a thin client solution possibly being implemented in the future. 

Based on the above conversations, and current and future application testing, 5 options were taken under advisement and are detailed in the following Decision Matrix: (choice in bold)
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Note the following Abbreviations: 


N: No


Y: Yes


E: Exceed

Specific Reasoning (Critical Server Components) (choice shown bold)

Processor Capability:
For Access Layer Servers, these would mostly be DHCP, DNS, File Storage for the NET program etc. 

All of which do not require a high end processor that say a busy web server, or database server, or multimedia server, would.

After lengthy conversations with Brian Nelson and John Sloan (the 2 administrators responsible) it was determined that the Xeon 2.8 Ghz would be acceptable due to the cost/Hz ratio. with the option to always go to a dual-processor system if required.

	PC 
	Price 
	Cost per GHz

	Xeon 2.8
	$689.00
	$246.07

	Xeon 3.0
	$965.00
	$321.67

	Xeon 3.2
	$1,665.00
	$520.31


Memory: 

For Access Layer Servers, these would mostly be DHCP, DNS, File Storage for the NET program etc. 

All of which require a large amount of RAM, but not so so much as say a busy web server, or database server, or multimedia server, etc. 

After lengthy conversations with Brian Nelson and John Sloan (the 2 administrators responsible) it was determined that 1Gb of DDR Ram would be sufficient to begin with, knowing that the expandability was always an option to 6.0 GB max if required.

	RAM
	Price        (lowest config)
	Cost per GB

	1Gb
	$0.00
	$0.00

	1.5 Gb
	$411.00
	$274.00

	2.0 Gb
	$822.00
	$411.00

	3.0 Gb
	$1,266.00
	$422.00

	4.0 Gb
	$2,012.00
	$670.67

	5.0 Gb
	$2,758.00
	$551.60

	6.0 Gb
	$5,525.00
	$920.83


Storage Capability:

For Access Layer Servers, these would mostly be DHCP, DNS, File Storage for the NET program etc. 

All of which require a some storage space, but not a critical amount.  

After lengthy conversations with Brian Nelson and John Sloan (the 2 administrators responsible) it was determined that the storage should exceed 100 GB. 

Reasoning behind this was that a business critical application being used is vmWare. This product allows to keep virtual machines of different OS running in a virtual environment. Current size per vm is roughly 3-4 GB. It was for-seen that the instructors would keep test vm’s on the server to be used for demonstration, lab, etc.

Another reason was that different production images and online storage would be used for students (1GB) in size. Since there are 24 current students in NET, 216 GB seemed sufficient fopr future growth. RAID v5 was also being implemented so 3 HD minimum were required. 

	HD
	Price
	Cost per Gb

	3*36.8 (10,000 rpm)
	$1,239.00
	$11.26

	3*72Gb           (10,000) rpm
	$1,776.00
	$8.22

	3*148        (10,000 rpm)
	$3,183.00
	$7.17

	3*18.8      (15,000) rpm
	$1,113.00
	$19.19

	3*36.8      (15,000) rpm
	$1,776.00
	$16.09

	3*72Gb     (15,000) rpm
	$2,727.00
	$12.63


Final Decision:
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HP ProLiant DL380 (G3) Rack, 2.8 GHz, 349201-001

· Intel Xeon 2.8 GHz, 512 KB L2 cache 
multiple Microsoft® OS options available 
3.5-in 1.44 MB floppy drive 

· Two (2) NC7781 PCI-X Gigabit NIC (embedded) 10/100/1000 WOL (Wake on LAN)

· 6 x 1-inch Wide Ultra320 SCSI hot plug drive bays or 5 hot plug hard drives and 1 AIT hot plug tape drive 

· 1 GB registered ECC PC2100 SDRAM (2 x 1 interleaved memory) 

· 24X IDE CD-ROM Universal Media Bay drive 
Integrated Lights-Out embedded, SmartStart and Insight Manager 
Integrated Smart Array 5i Plus controller 
RAID 5 setting (minimum 3 hard drives required) 
3-year parts, 3-year labour, 3-year on-site next business day 

Subtotal: $3574.00
· 72.8 GB U320 universal 10,000 rpm 

Unit Cost: $592.00
· 72.8 GB U320 universal 10,000 rpm 

Unit Cost: $592.00
· 72.8 GB U320 universal 10,000 rpm 

Unit Cost: $592.00
· Hot-plug AC redundant power supply with NEMA cord (DL380) 

Unit Cost: $302.00
· Redundant fan option kit (DL380 G3)

Unit Cost: $268.00
· Round hole rack cabinet rail kit (DL380G3) 

Unit Cost: $286.00
Total / Access Layer Server: $6202.00 NET : 2* $6202.00 = $12404.00

c) Switches: 

Durring our interview process we found that NAIT’s current classrrom structure consists of 24 students. We also found that the max possible increase in number is 6 to a total of 30 students per classroom.

Since Cisco does not provide 36 port switches we have decided on a combination of both 48 and 12 port switches. The big reason is cost vs waste. 48 and 12 port switches are over 50% less in price than comparable larger (64 / 96) port switches, and the 48/12 arrangement allows for flexibility in our design. The larger switches would also result in a larger single point of failure. 
· 48 Port:
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Final Decision:
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Cisco Catalyst 2950T-48 Switch
Cisco Catalyst 2950T-48-SI Switch is a standalone, fixed-configuration, managed 10/100 switch with two fixed 10/100/1000BASE-T uplinks that provides user connectivity for small to midsize networks. With these integrated ports, it is a cost-effective solution for delivering gigabit speeds over copper media. Dual ports provide redundancy and increased availability, as well as provide a cost-effective means for cascading switches and managing them as a cluster. Embedded in all Cisco Catalyst 2950 Series switches is the Cisco Cluster Management Suite (CMS) Software, which allows users to simultaneously configure and troubleshoot multiple Catalyst desktop switches using a standard Web browser.

· 48 10/100 ports and 2 fixed 10/100/1000BASE-T uplink ports 

· 1-rack-unit (RU) switch 

· Cisco IOS Software functions for basic data, voice, and video services at the edge of the network 

· Standard Image software installed 

· Ideal for migration to Gigabit Ethernet over copper media in the access layer 

12 Port:
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Final Decision:
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Cisco Catalyst 2950-12 Switch
Is a standalone, fixed-configuration, managed 10/100 switch providing user connectivity for small to mid-sized networks. This wire-speed desktop switch comes with Standard Image (SI) software features and offers Cisco IOS® functionality for basic data, video and voice services at the edge of the network. Embedded in all Catalyst 2950 Series is the Cisco Cluster Management Suite (CMS) Software, which allows users to simultaneously configure and troubleshoot multiple Catalyst desktop switches using a standard Web browser.

· 12 10/100 ports 

· 1 rack unit (RU) stackable switch 

· Wire-speed desktop switches offering Cisco IOS® functionality for basic data, video and voice services at the edge of the network 

· Standard Image (SI) software installed 

Ideal for desktop connectivity
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6.3 Distribution Layer Device Configuration:

a) Servers (NET)

Distribution Layer Server:

Background: As part of the NAIT ICTC Network Design Requirements, Mantacore was contracted to spec out Distribution Layer Servers for the NET department to be located in WB216A. After careful consultation with the Program head (Mr. Brian Nelson) and Assistant Program Head (Mr. John Sloan) we were able to arrive at some requirements and future (5 year) possible requirements:

1) The current storage capacity of 56 Gb was constantly being strained in the current environment. The current fix was to use external USB drives.

2) Uptime is considered by NAIT Corporate as seen as a important issue for all Distribution Layer devices. 

3) The old-style Tower Server design was fine, but after viewing the room dimensions of Wb216A, it was determined that a rack mounted design would maximize space.

4) The current 2.0 P4 being used seemed to be at the heart of a number of issues. It was therefore decided that a faster model would be chosen with the possibility of expansion if required. 

5) Since the program is business dependent on computer access, Fault Tolerance is a required luxury. Compounding the issue is that there are limited staff on hand to handle such an issue. Brian and John had both mentioned that they were the ones that assumed responsibility and thus it took time away from teaching to fix these issues. 

6) Security is an issue, as it is in all public institutions. It was mentioned that brain-storming sessions had brought up the idea of a thin client solution possibly being implemented in the future. 

Based on the above conversations, and current and future application testing, 5 options were taken under advisement and are detailed in the following Decision Matrix: (chosen in bold): 

	Distribution Layer Servers (NET Lab WB216A)

	
	
	
	
	
	
	
	
	

	Model
	Case Types
	Processor Types
	MB Specs (Y/N/E)
	Max Mem
	Max HD
	Faul Tolerance
	Base        Spec-Price 
	Met Requirements (Y/N/E)

	 
	 
	 
	 
	 
	 
	 
	 
	 

	Proliant DL 140 (G3)
	Rack mounted 1u
	AMD Opteron 2.2 to Xeon 3.2
	Y
	4Gb
	160Gb      (No Raid 5 Option)
	N
	 $8500.00 
	N

	Proliant DL 320 (G3)
	Rack mounted 1u
	AMD Opteron 2.2 to Xeon 3.2
	Y
	4Gb
	160Gb      (No Raid 5 Option)
	N
	 $8,786.00 
	N

	Proliant DL 360 (G3)
	Rack mounted 1u
	AMD Opteron 2.2 to Xeon 3.2 (2)
	Y
	8Gb
	291Gb     (No Raid 5 Option)
	Y
	 $7,850.00 
	N

	Proliant DL 380 (G3)
	Rack mounted 2u
	AMD Opteron 2.2 to Xeon 3.2 (2)
	Y
	6Gb
	880.8
	Y
	 $8161.00 
	Y

	Proliant DL 560 (G3)
	Rack mounted 4u
	Xeon Mp (4)
	Y
	12Gb
	293Gb Wide SCSI
	Y
	 $11200.00 
	E


Note the following Abbreviations: 


N: No


Y: Yes


E: Exceed

Specific Reasoning (Critical Server Components)

(chosen component in bold)

Processor Capability:
For Distribution Layer Servers, these would mostly be Web and Mail Services for the NET program etc. 

All of which could be frequently accessed so high processing speed could be an advantage.  

After lengthy conversations with Brian Nelson and John Sloan (the 2 administrators responsible) it was determined that the Xeon 3.0 Ghz would be acceptable due to the cost/Hz ratio. with the 

option to always go to a dual-processor system if required.

	PC 
	Price 
	Dual Price
	Cost per GHz

	Xeon 2.8
	$689.00
	$1,378.00
	$246.07

	Xeon 3.0 (2)
	$965.00
	$1,930.00
	$321.67

	Xeon 3.2
	$1,665.00
	$3,324.00
	$520.31


Memory: 

For Distribution Layer Servers, these would mostly be Web and Mail Services for the NET program etc. 

All of which could be frequently accessed so the adage ‘more RAM the better’ works in this case in particular.  

After lengthy conversations with Brian Nelson and John Sloan (the 2 administrators responsible) it was determined that 2Gb of DDR Ram would be sufficient to begin with, knowing that the expandability was always an option to 6.0 GB max if required.

	RAM
	Price        (lowest config)
	Cost per GB

	1Gb
	$0.00
	$0.00

	1.5 Gb
	$411.00
	$274.00

	2.0 Gb
	$822.00
	$411.00

	3.0 Gb
	$1,266.00
	$422.00

	4.0 Gb
	$2,012.00
	$670.67

	5.0 Gb
	$2,758.00
	$551.60

	6.0 Gb
	$5,525.00
	$920.83


Storage Capability:

For Distribution Layer Servers, these would mostly be Web and Mail Services for the NET program etc. 

All of which could be frequently used and with web based applications being accessed and downloaded, a combination of speed and storage is desired.   

After lengthy conversations with Brian Nelson and John Sloan (the 2 administrators responsible) it was determined that the storage should exceed 70 GB with minimum 10,000 rpm disk access speed. 

Reasoning behind this was that a frequent occurrence is NET students and Instructors downloading stored applications and documents off the NET Course Web site. 

Another business case was that CNT and NET sometimes use each others servers as secondary recovery storage so while it is not critical, it is a common use practice.

	HD
	Price
	Cost per Gb

	3*36.8 (10,000 rpm)
	$1,239.00
	$11.26

	3*72Gb           (10,000) rpm
	$1,776.00
	$8.22

	3*148        (10,000 rpm)
	$3,183.00
	$7.17

	3*18.8      (15,000) rpm
	$1,113.00
	$19.19

	3*36.8      (15,000) rpm
	$1,776.00
	$16.09

	3*72Gb     (15,000) rpm
	$2,727.00
	$12.63


Final Decision:
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HP ProLiant DL380 (G3) Rack, 3.0 GHz, 349201-001

· Intel Xeon 3.06 GHz, 512 KB L2 cache 
multiple Microsoft® OS options available 
3.5-in 1.44 MB floppy drive 

· Two (2) NC7781 PCI-X Gigabit NIC (embedded) 10/100/1000 WOL (Wake on LAN)

· 6 x 1-inch Wide Ultra320 SCSI hot plug drive bays or 5 hot plug hard drives and 1 AIT hot plug tape drive 

· 1 GB registered ECC PC2100 SDRAM (2 x 1 interleaved memory) 

· 24X IDE CD-ROM Universal Media Bay drive 
Integrated Lights-Out embedded, SmartStart and Insight Manager 
Integrated Smart Array 5i Plus controller 
RAID 5 setting (minimum 3 hard drives required) 
3-year parts, 3-year labour, 3-year on-site next business day 

Subtotal: $3931.00
· 36.4 GB U320 universal 15,000 rpm 

Unit Cost: $592.00
· 36.4 GB U320 universal 15,000 rpm 

Unit Cost: $592.00
· 36.4 GB U320 universal 15,000 rpm 

Unit Cost: $592.00
· Hot-plug AC redundant power supply with NEMA cord (DL380) 

Unit Cost: $302.00
· Redundant fan option kit (DL380 G3)

Unit Cost: $268.00
· Round hole rack cabinet rail kit (DL380G3) 

Unit Cost: $286.00

Total / Distribution Layer Server: $8161.00
b) Switches 

Background:

As part of the NAIT ICTC Network Design Requirements, Mantacore was contracted to spec out distribution-layer devices for the second floor of the ICTC Center. These include switches and wireless access points. The requirements for distribution-layer devices are as follows:

Availability:

The key to high availability is redundancy. All distribution-layer devices will have a redundant backup. All distribution-layer devices will be linked to core-layer devices via redundant links. The OSPF routing protocol will be used to enable quick convergence times in the event of a failure.

Performance:

All distribution-layer devices will be interconnected with each other, access-layer devices, and core-layer devices via high-speed 1000BaseT links.

Manageability:

All distribution-layer devices must be SNMP-capable, to enable remote management.

Security:

Switches will be selected over hubs to prevent traffic from being intercepted by third parties, as well as for performance reasons. VLANs will be used to isolate classrooms. Access Control Lists will be used to restrict access to workstations and to prevent IP spoofing.

Affordability:

Devices must be as inexpensive as possible.

From the above goals, the following requirements have been determined:

Distribution-Layer Switches:

1. Must support VLANs

2. Must have minimum 11 1000BaseT ports (1 to connect each switch to it's redundant backup, 2 to connect to the core layer, 8 to connect to access layers)

3. Must support IEEE 802.1q trunking

4. Must support SNMP management protocol

5. Must support IP routing

6. Must support OSPF routing protocol

7. Must support Access Control Lists

8. Want affordability

Decision Matrix:

	
	Cisco Catalyst 3750G-24T-E
	Cisco Catalyst 3750G-24T-S 
	Cisco Catalyst 3750-24TS-E 
	Catalyst 3750G-12S 

	1. VLANs
	Yes
	Yes
	Yes
	Yes

	2. Ports
	24x10/100/1000
	24x10/100/1000
	24x10/100
	12xGigabit SFP

	3. 802.1q
	Yes
	Yes
	Yes
	Yes

	4. SNMP
	Yes
	Yes
	Yes
	Yes

	5. IP Routing
	Yes
	Yes
	Yes
	Yes

	6. OSPF
	Yes
	No
	Yes
	Yes

	7. ACLs
	Yes
	Yes
	Yes
	Yes

	8. Cost
	$14,486.00
	$8,693.00
	$8,686.00
	$17,386.00

	Meet/Exceed/Fail
	Exceed
	Fail
	Fail
	Fail


Final Decision:

Cisco Catalyst 3750G-24T-E
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6.4 Core Layer Devices:

Core Layer Switches

Background:

As part of the NAIT ICTC Network Design Requirements, Mantacore was contracted to spec out core-layer devices for the second floor of the ICTC Center. These include switches and a firewall. The requirements for core-layer devices are as follows:

Performance:

All core-layer devices will be interconnected with each other, core-layer servers, and distribution-layer devices via high-speed 1000BaseT links.

Security:

Switches will be selected over hubs to prevent traffic from being intercepted by third parties, as well as for performance reasons. Access Control Lists will be used to restrict access to servers and to prevent IP spoofing. A firewall will be used to protect the entire second-floor network from outside attackers.

Manageability:

All core-layer devices must be SNMP-capable, to enable remote management.

Availability:

The key to high availability is redundancy. All core-layer devices will have a redundant backup. All core-layer servers and distribution-layer devices will be linked to core-layer devices via redundant links. The OSPF routing protocol will be used to enable quick convergence times in the event of a failure.

Adaptability:

Devices must be scalable enough to adapt to emerging technologies that may be implemented in the future.

Affordability:

Devices must be as inexpensive as possible.

From the above goals, the following requirements have been determined:

Core-Layer Switches:

1. Must support VLANs

2. Must have a minimum of 15 1000BaseT ports

3. Must support IEEE 802.1q trunking

4. Must support SNMP management protocol

5. Must support IP routing

6. Must support OSPF routing protocol

7. Must support Access Control Lists

8. Want affordability

Core-Layer Firewall:

1. Must support a DMZ

2. Must have a minimum of 3 1000BaseT ports

3. Want affordability

Switch Decision Matrix:

	 
	Cisco Catalyst 3750G-24T-E
	Cisco Catalyst 3750G-24T-S 
	Cisco Catalyst 3750-24TS-E 
	Catalyst 3750G-12S 

	1. VLANs
	Yes
	Yes
	Yes
	Yes

	2. Ports
	24x10/100/1000
	24x10/100/1000
	24x10/100
	12xGigabit SFP

	3. 802.1q
	Yes
	Yes
	Yes
	Yes

	4. SNMP
	Yes
	Yes
	Yes
	Yes

	5. IP Routing
	Yes
	Yes
	Yes
	Yes

	6. OSPF
	Yes
	No
	Yes
	Yes

	7. ACLs
	Yes
	Yes
	Yes
	Yes

	9. Cost
	$14,486.00
	$8,693.00
	$8,686.00
	$17,386.00

	Meet/Exceed/Fail
	Exceed
	Fail
	Fail
	Fail


Choice: Cisco Catalyst 3750G-24T-E
Firewall Decision Matrix:

	 
	PIX-525-UR-GE-BUN + PIX-1GE-66
	PIX-525-R-BUN + PIX-1GE-66 x3
	PIX-535-R-BUN + PIX-1GE-66 x3

	1. DMZ
	Yes
	Yes
	Yes

	2. Ports
	3 1000BaseT, 2 10/100
	3 1000BaseT, 2 10/100
	3 1000BaseT, 2 10/100

	3. Cost
	$20,293 + $4,350.00 = $24,643
	$13,043 + $4,350x3 = $26,093
	$43,493 + $4,350x3 = $56,543

	Meet/Exceed/Fail
	Meet
	Meet
	Meet


Choice: Cisco PIX-525-UR-GE-BUN + Cisco PIX-1GE-66
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6.4 Wireless Devices: 

a) Hardware:

Wireless Access Point


With the growth of wireless networking and the need for access to information anywhere, the wireless access for the second floor of the NAIT ICTC center is a very important aspect of the new network. Growing numbers of Laptop computer users have built in wireless access capability providing a wide user base for the network. Many factors need to be considered when selecting the wireless access points including:

· 802.11g Capability

· Selected for backward compatibility with 802.11b and the faster speed of 802.11g

· 1 Gbps Wire Speed

· Selected for use when multiple users are accessing the device, this specification is not required but would be nice due to the speed of the distribution layer servers.

· Fast Secure Roaming

· Allows authenticated client devices to roam securely from one access point to another without any perceptible delay during reallocation.

· VLAN

· Price

Candidate Devices:

· The Cisco Aironet® 1200 Series IEEE 802.11 a/b/g Access Point.

· The Cisco Aironet 1100 Series Access Point

· The Cisco Aironet 350 Series of wireless LAN (End of Sale)

	
	802.11g Capability
	1 Gbps Wire Speed
	Fast Secure Roaming
	VLAN
	Price

	Cisco Aironet® 1200
	Y
	N


	Y

Autosensing 802.3 10/100BaseT Ethernet
	Y
	

	Cisco Aironet 1100
	Y

w/Field Upgrade
	N


	Y

Autosensing 802.3 10/100BaseT Ethernet
	Y
	


Selected device: The Cisco Aironet® 1200 Series IEEE 802.11 a/b/g Access Point.
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Wireless Antenna Selection:
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	Feature 
	AIR-ANT1728 
	AIR-ANT1729 

	Description
	Omni directional ceiling mount
	Patch wall mount

	Application
	Indoor medium-range antenna, typically hung from crossbars of drop ceilings
	Indoor/outdoor, unobtrusive, medium-range antenna (may also be used as a medium-range bridge antenna)

	Gain
	5.2 dBi
	6 dBi

	Approximate Indoor Range at 1 Mbps
	497 ft. (151 m)
	Access Point:
542 ft. (165 m)

	Approximate Indoor Range at 11 Mbps
	142 ft. (44 m)
	Access Point:
155 ft. (47 m)

Bridge: 1900 ft. (580 m)

	Beam Width
	360° H 38° V
	75° H 65° V

	Cable Length
	3 ft. (0.91 m)
	3 ft. (0.91 m)

	Dimensions
	Length: 9 in.
(22.86 cm)

Diameter: 1 in.
(2.5 cm)
	4 x 5 in.
(9.7 x 13 cm)

	Weight
	4.6 oz. (131 g)
	4.9 oz. (139 g)


b) Configuration Placement:
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Implementation and Test Plans: 

7. 1 Test Phase Network 

7.1 Goals for the Design and Testing Project

We have the following goals for our network design: 

· Verify that the design meets key business and technical goals.

· Validate LAN and WAN technology and device selections.

· Verify that a service provider provides the agreed-upon service.

· Identify any bottlenecks or connectivity problems.

· Test the redundancy of the network.

· Analyze the effects on performance of network-link failures.

· Determine optimization techniques that will be necessary to meet performance and other technical goals.

· Analyze the effects on performance of upgrading network links or devices ("what-if analysis").

· Pass an "acceptance test" that gives you approval to go forward with the network implementation (and possibly get paid for completing the design phase of the project).

· Convince managers and coworkers that your design is effective so to extend the field that everyone is involved with the project.

· Identify any risks that might impede implementation, and plan for contingencies.

· Determine how much additional testing might be required. (For example, perhaps you will decide that the new system should first be deployed as a pilot and undergo more testing before being rolled out to all users.)

7.2 Network Applications

The following Network Applications will be used:

· NetRule (Provided by Mantacore)
· NetPredict's NetPredictor (Provided by Mantacore)
· WANDL's Network-Planning and Analysis Tools (Provided by Mantacore)
· Cisco's StrataSphere Modeling and Optimization Tools (Provided by NAIT)
· Cisco's Netsys Tools  (Provided by NAIT)
· CiscoWorks Blue Internetwork Performance Monitor  (Provided by NAIT)
Network Application Descriptions and Reasons for Use.

NetRule:

· NetRule is a breakthrough network modeling environment. Now a net modeler can easily identify how to best make network changes in compliance to Service Level Agreements (SLAs), and other performance and cost requirements. 

· NetRule is an information generating tool for making decisions about network mangement and changes. The net modeler can readily simulate and predict capacity loads, user delays, and failures in anticipation of changes such as application rollouts. NetRule can be used for monitoring networks by loading traffic snapshots, but is not a real-time data collecting program. 

· NetRule can be used efficiently to draw networks and visualize proposed changes. 

· NetRule can model changes in message traffic over circuits and server workload, and provide predictions, almost immediately, how the network will perform. 

· NetRule calculates component utilization and latencies as well as provides reports, diagrams, graphs, and traffic animations. 

· NetRule imports network topology and traffic data from other network management and discovery tools. It directly imports .cap binary files for Ethernet packets, as would be captured by Sniffer tools from NetWork Associates, Inc. or other tools. Aggregated MIB data from routers can be imported, as well as output from other measurement means as long as the data can be dumped into ASCII files. NetRule can import multiple files, even a directory of files, as a single import. 

· NetRule provides easy exporting of your network inventory, protocols, and the calculated results. 

· NetRule can import from and export to other competing modeling and simulation tools such as OPNET Technologies, EcoPREDICTOR, Strategizer, NetMaker, NetCracker, WANDL, and NetQuad Workbench. 

· NetRule is ideal for exploring alternative network designs and pretesting changes in the early planning and design stage, making your management process more effective and efficient. 

· NetRule provides geo-spatial mapping functions, including automatic propagation calculations for circuits on a map. You can import devices with their latitude and longitude coordinates for automatic placement on your map. The mapping features include zooming and centering. 

CiscoWorks Blue Internetwork Performance Monitor

Chapter 3 mentioned the CiscoWorks Blue Internetwork Performance Monitor, which is a network-management tool that locates bottlenecks, measures response time, and diagnoses latency problems. Working with features of the Cisco IOS software, the Internetwork Performance Monitor can identify the possible paths between two devices and display the performance for each of the hops in the paths. The Internetwork Performance Monitor is particularly useful for testing performance in environments where Systems Network Architecture (SNA) traffic is transported over IP through a routed network to a Cisco Channel Interface Processor (CIP) or a front-end processor (FEP). The Internetwork Performance Monitor has three components: Software processes in the Cisco IOS software that perform response-time measurements A graphical application that runs on an NMS and collects and stores data in various industry-standard relational database formats Software that runs on a mainframe that allows for response-time measurements from a router in the network to the mainframe

Cisco's Netsys Tools

Chapter 3 also mentioned the Cisco Netsys Service-Level Management Suite, which is a network-management tool that enables defining, monitoring, and assessing network connectivity, security, and performance. The Netsys suite consists of four modules:

The Netsys Connectivity Service Manager monitors network configuration data and verifies the availability of key network services.

The Netsys Performance Service Manager lets you specify, analyze, and optimize network performance. This module supports modeling routing and traffic flow so you can analyze topologies, routing parameters, router configurations, and Cisco IOS software features. The Netsys LAN Service Manager complements the Connectivity Service Manager by adding LAN switching topology-viewing and diagnostic capabilities. The Netsys WAN Service Manager adds integrated WAN switching analysis and troubleshooting capabilities. It analyzes traffic to determine how your WAN is really being used, in comparison to the estimated loads it was designed to support. It also lets you analyze what-if scenarios to determine the effect of configuration changes and the behavior of the WAN when link problems are occurring.

Cisco's StrataSphere Modeling and Optimization Tools

Cisco Systems also offers WAN network-modeling tools as part of its StrataSphere Network-Management product suite. The StrataSphere Modeler supports basic network design and configuration verification. The StrataSphere Optimizer, used with WANDL's Network Planning and Analysis Tools (NPAT), which is described in the following section, provides an extended design and analysis capability for switched WANs.

WANDL's Network-Planning and Analysis Tools

WANDL, Inc., developed the NPAT software suite to help customers handle the design, planning, and management of large-scale WANs. WANDL's customers, who include carriers, Fortune 500 companies, and government organizations, use NPAT to plan and analyze networks ranging in size from 30 to more than 300 backbone nodes. The WANDL tools support capacity planning, network testing, and optimization. They allow a user to test the redundancy of a network and analyze the effects of network outages. They facilitate analyzing alternatives for WAN technologies with sophisticated what-if-analysis tools. A unique feature of the WANDL tools is the ability to estimate monthly tariff charges for WAN circuits.

NetPredict's NetPredictor

NetPredictor is a sophisticated service-level management tool that predicts and monitors the QoS provided by a network. NetPredictor analyzes the inter-related effects on network applications of end-to-end latency, load, and packet loss. It bases its analysis on a model of the network that is automatically calibrated by actual network-management and protocol-analyzer data. NetPredictor facilitates the following design tasks: Determining what network and server resources are needed to deliver a required QoS level Predicting end-to-end performance prior to deploying new applications or technologies Developing service-level agreements (SLAs) based on verifiable performance predictions Monitoring actual performance and comparing it with expectations or SLAs NetPredictor lets you model an existing network and then simulate replacing existing devices with other network components to determine how performance will change. The model can be based on knowledge about the network and applications that you input, and information from the device library. The model automatically adapts to data that NetPredictor captures from the actual network.Model-adaptation approaches have been used extensively in many other industries, for example, the chemical-processing and aerospace industries. NetPredictor is the first product based on a model-adaptation approach for network management.

7.3 Testing Methods Used

Application response-time testing. This type of test measures performance from a user's point of view and evaluates how much time a user must wait when executing typical operations that cause network activity. These operations include starting the application, switching between screens within the application, and file opens, reads, writes, searches, and closes. With this type of testing, the tester watches actual users or simulates user behavior with a simulation tool. The test should start with a predetermined number of users and then gradually increase the number of users to analyze any increases in response time due to additional load on the network or servers. 

Throughput testing. This type of test measures throughput for a particular application and/or throughput for multiple applications in Kilobytes or Megabytes per second. It can also measure throughput in terms of packets per second through a switching device (for example, a switch or router). As was the case with response-time testing, the test should begin with a number of users that is gradually increased. 

Availability testing. With availability testing, tests are run against the prototype system for 24 to 72 hours, under medium to heavy load. The rate of errors and failures are monitored. 

Regression testing. Regression testing makes sure the new system doesn't break any applications that were known to work and perform to a certain level before the new system was installed. Regression testing does not test new features or upgrades; instead, it focuses on existing applications. Regression testing should be comprehensive, and is usually automated to facilitate comprehensiveness.

7.4 Testing Starting Points:

We will be Using Netrule to prototype throughput for the logical ICTC Second Floor Network Design. 

Testing steps:

· Stop capturing network traffic on the protocol analyzers.

· Start capturing network traffic on the protocol analyzer on Network B.

· Run Application ABC on a workstation located on Network A and access Server 1 on Network B.

· Stop capturing network traffic on the protocol analyzers.

· Display data on Network A\xd5 s protocol analyzer and verify that the analyzer captured a TCP SYN packet from the workstation. Verify that the network-layer destination address is Server 1 on Network B, and the destination port is port 1234 (the port number for Application ABC). Verify that the firewall responded to the workstation with a TCP RST packet.

· Display data on Network B's protocol analyzer and verify that the analyzer did not capture any Application-ABC traffic from the workstation.

· Log the results of the test in the project log file.

· Save the protocol analyzer trace files to the project trace-file directory.

· Gradually increase the workload on the firewall, by increasing the number of workstations on Network A one at a time, until 50 workstations are running Application ABC and attempting to reach Server 1. Repeat steps 1 through 8 after each workstation is added to the test.

A prototype can be implemented and tested in three different ways:

· As a test network in a lab  (NetRule)

· Integrated into a production network but tested during off-hours (Wandel)

· Integrated into a production network and tested during normal business hours

Writing a Test Plan for the Prototype System

· Once you have decided on the scope of your prototype, you should write a plan that describes how you will test the prototype. The test plan should include each of the following topics, which the next few sections of this chapter describe in more detail:

· Test objectives and acceptance criteria

· The types of tests that will be run

· Network equipment and other resources required

· Testing scripts

· The timeline and milestones for the testing project

Developing Test Objectives and Acceptance Criteria

· The first and most important step in writing a test plan is to list the objectives of the test(s). The objectives should be specific and concrete, and should include information on determining whether the test passed or failed. The following are some examples of specific objectives and acceptance criteria that were written for a particular customer:

· Measure the response time for Application XYZ during peak usage hours (between 10 and 11 a.m.). The acceptance criterion, per the network design proposal, is that the response time must be 1/2 a second or less.

· Measure the throughput for Application XYZ during peak usage hours (between 10 and 11 a.m.). The acceptance criterion, per the network design proposal, is that the throughput must be at least 2 Mbps.

· Measure the amount of time it takes for a user of the new Voice over IP (VoIP) system to hear a dial tone after picking up the telephone handset. The acceptance criterion is that the amount of time must be less than or equal to the amount of time for a user of the Private Branch Exchange (PBX) corporate telephone system.

· The specific types of tests to run against your particular prototype depend on the test objectives. Typical tests include the following:

Documenting the Network Equipment and Other Resources

· The test plan should document any other resources you will need, including the following:

· Scheduled time in a lab either at your site or the customer's site

· Help from coworkers or customer staff

· Help from users to test applications

· Network addresses and names

Documenting the Project Timeline (we have included network testing in the Project Delivery Process part 2)

· For complex testing projects, the test plan should document the project timeline, including the start and finish date for the project, and major milestones. The timeline should list major tasks and the person who has been assigned to each task. The following list shows typical tasks, including some tasks that should have already been completed by the time the test plan is written:

· Write test objectives and acceptance criteria

· Design the network topology for the testing environment

· Determine what networking hardware and software will be necessary

· Place a purchase order for the hardware and software if necessary

· Determine which testing tools will be necessary

· Place a purchase order for the testing tools if necessary

· Determine other resources that will be necessary and arrange for their availability

· Write test scripts

· Install and configure hardware and software

· Start testing

· Log the results of the testing

· Review and analyze the results

· Reduce results data (if necessary)

· Present results to the customer

· Archive results

7.5 Netrule Simulation

Overview:
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	NetRule Simulation Results
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Traffic to ISD from each classroom
	0.675 Mbps
	
	
	

	
	
	
	
	
	
	
	

	 
	Pod A
	Pod B
	Pod C
	Offices
	Commons
	Wireless
	Total

	Traffic to ISD (Mbps)
	4.05
	5.4
	5.4
	2.025
	2.7
	1.65
	21.225


Appendix

8. Appendix

a)   Wireless Site Survey Test Results:

NAIT ICTC Second Floor:

Test Result Notes:

· Since SNR Ratings for wireless connectivity rate <15dBm marginal, we chose not to accept any number lower than 15dBm. This will ensure that the ‘hot spots’ all have good signals. 

· Each focal point (as indicated by red dot) was chosen because of the likelihood if them producing the best results. 

· Each site walk-through was conducted twice, and the minimum coverage is shown in the diagrams. 

· At the end of each pod, we tested 3 different locations, in the middle of the stairs, to the left of the stairs, and to the right of the stairs. It is assumed from the structural drawing of the pods, that each would have relatively the same wireless coverage.

· Also note. An external test was done with an active cell phone in the hot spot zone. When a cell phone is used, the SNR dBm decreases on average 20%. This problem was found to be far worse in the Computer Commons area because of its open space. There the SNR decreased on average 30% and the area affected was almost 15% larger in diameter. 

· Cell phone noise was most felt using the 2dBm antenna, and much less (50%) with the other two.

The following are the results of the Wireless Site Survey of NAIT ICTC 2nd Floor: 

1. 2 dBm Path Directional Antenna:
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2. 10 dBm Omni Directional Antenna:

[image: image43.png]



3. 13 dBm Path Directional Antenna:
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b) Criminal Misuse of Information Technology

Criminal Misuse of Information Technology

A. Computer sabotage
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B. Creating and disseminating computer viruses
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C. Computer fraud and other economic crimes
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D. Unauthorized entry into or use of computers
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E. Prohibited interception of communications of a computer
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F. Trafficking in passwords, digital signatures and encryption keys
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G. Possession of computer hacking tools
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H. Summary
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Information technology offers a variety of ways for persons to misuse computers and electronic communications. There have been a number of recent amendments to the Criminal Code to deal with such problems, other problems are not currently regulated, and still others are effectively regulated using existing law. In addition to the offences discussed in this Chapter, this Report discusses criminal law issues in other Chapters as well. The issues surrounding “theft of information” and copyright violation as fraud are discussed in Chapter 4, electronic stalking and harassment, dissemination of hate propaganda and obscenity are discussed in Chapter 6, and the criminal law relating to the interception, search and seizure of communications and computer functions is described in Chapter 8. One of the issues examined in Chapter 8 is law enforcement access to encrypted messages. Encryption is explained more fully at the beginning of Chapter 10, which discusses legal issues relating to the management of public and private encryption key pairs (primarily civil liability issues).

A. Computer sabotage


Computer sabotage includes not only the destruction of hardware and other tangible items such as tapes, disks and micro‑chips, but the erasure, destruction or alteration of the data itself.


The Criminal Code regulates “corporeal” or physical property
 in a number of ways. Traditional offences, for example mischief, provide adequate protection for physical computer items. The offence of mischief in subsection 430(1) of the Criminal Code may be committed where a person interferes with corporeal property by, for example, destroying paper documents, erasing the ink markings therein or destroying tangible computer tapes and disks. The offence of mischief also includes the obstruction, interruption or interference with the lawful use, enjoyment or operation of corporeal property or with any person in the lawful use, enjoyment or operation of such property.
 If wilful acts deny a person the lawful use of computer equipment, they would constitute the offence of mischief, since the object interfered with is corporeal. For example, wilfully interfering with the power supply to, or overloading the input capacity of a computer system,
 or altering intangible computer data contained on computer tapes, with the result that the programs would not operate properly,
 could constitute mischief.


A particular configuration, pattern or arrangement of electromagnetic impulses, however, even if preserved on some physical medium is not corporeal. Thus its destruction or damage, without concurrent destruction of, damage to, or interference with the physical medium, would not constitute the traditional offence of mischief. In order to resolve this problem, Parliament amended the offence of mischief in 1985 to create a specific offence of mischief in relation to data where a person wilfully and without colour of right, lawful excuse or justification, destroys or alters data, renders it meaningless, useless or ineffective, interferes with its lawful use, interferes with any person who is lawfully using it or denies access to any person entitled thereto.
 It should be noted that this law not only includes within its scope unauthorized destruction of data, but also unauthorized alteration of data.


Classification of these new offences as “mischief” also makes applicable other related mischief provisions. For example, subsection 430(2) provides that mischief that causes actual danger to life is a separate and more serious crime. Subsection 430(5.1) provides for an offence where one wilfully does an act, or omits to do an act that is one’s duty to do, if that act or omission is likely to constitute mischief causing actual danger to life or mischief in relation to property or data. This provision can be used where an act (e.g. insertion of a “logic bomb”) has not yet caused damage or interference, but is likely to do so.


It should be noted that the offences include within the scope of protection not only data in the system or in transmission but data in computer media which may not, at the relevant time, be in direct association with the computer system (e.g. data stored on a disk that is not in the computer).


Safeguards designed to exclude the accidental or otherwise lawful alteration, destruction or interference with use of data and the intentional alteration or destruction of one’s own data have been included in the definition of the offence. It is necessary that the conduct be performed “wilfully;”
 that is, either (i) knowingly and intentionally, or (ii) with the knowledge that the conduct will probably cause the event to occur and with subjective recklessness as to whether the event occurs.
 Furthermore, subsection 429(2) provides that no person can be convicted of mischief if he or she “acted with legal justification ... excuse or ... colour of right.” A colour of right would include any situation where the person, although mistakenly, honestly believed that he or she had a right to destroy, alter or interfere with the data.

B. Creating and disseminating computer viruses


Computer viruses and other similar malicious program code have the potential of shutting down computer systems, destroying data and interfering with system privileges of authorized users. Although virus checking programs are available to help identify such code, they are constantly requiring updates as new viruses are being created regularly, some with the ability to “trick” virus checking programs. Programs that do not check for specific viruses, but instead for the actions of a virus, such as a “write to a drive,” are beneficial with the exception that they tend to slow down system performance.


One of the major problems with virus checking is the requirement for constant revision of anti-viral code to combat new viruses. The Virus Information Summary List, a San Jose, California organization that tracks computer viruses, estimates the appearance of 500 new viruses in 1994, bring the total known to 3,000.


The Internet has provided the world with a new global marketplace in which electronic commerce is the new way of doing business. In doing so, the opportunity to create widespread chaos with the insertion of malicious code is further enhanced. Because of the vast communications networks, damaging computer code can spread worldwide with little or no warning. Jurisdictional problems would also impede detection and legal action. Furthermore, even if protection is taken at one site, failure to do so at another cancels the previous effort. Possibly, the most vulnerable aspect of world wide computing is electronic mail. It is very easy to attach a virus to a piece of electronic mail that will automatically execute upon opening of the mail.


Bulletin board systems offer the ideal location to distribute malicious code with detection being very difficult. Once a virus program is on an electronic bulletin board, there is the possibility that it will be further disseminated to other users of board without their knowledge and perhaps without the knowledge of the system operators (sysops). BBSs generally allow individuals to upload information (including messages and programs infected with viruses) and to download information. By permitting downloads, is the system operator (sysop) knowingly distributing viruses? He or she may not even be present at the time of downloads. This becomes more of an issue if the board is extremely active. Secondly, if the code is attached in a piece of e-mail is it incumbent upon the sysop to examine the e-mail? As such, without any contractual arrangement to permit examination, is the e-mail being intercepted by this examination or monitoring, possibly in contravention of various laws concerning the interception of communications?


There exists no specific law in Canada to prohibit the creation or dissemination of computer viruses. Nevertheless, an offence occurs when someone uses these programs to cause mischief to data as described in section 430(1.1) of the Criminal Code. Likewise, the distribution of a virus might constitute an offence under subsection 430(5.1), even if it has not yet caused any damage or interference (see discussion above under “computer sabotage”). In some circumstances, the offence of attempt may be applicable. Section 24 provides that a person commits attempt if that person, showing an intent to commit an offence, does or omits to do anything for the purpose of carrying out the intention, provided that the act or omission is not mere preparation to commit the offence and is not too remote to constitute an attempt. It is arguable that, once the person has inserted the virus into the system, the person has gone beyond mere preparation and embarked on execution. There is nothing left for the person to do; only time or another event will activate the virus, as preprogrammed by that person. Therefore, these offences currently cover harm caused by viruses, as well as distribution in some circumstances.


The enactment of specific offences of creation, or dissemination, of a virus raise a number of policy issues, which are beyond the scope of this paper.

C. Computer fraud and other economic crimes


There has been much publicity in the media concerning the use of computer communications systems to aid in the commission of criminal offences. Some forms of computer fraud can occur involving the manipulation of programs and data at a computer facility with the result that money or goods are fraudulently transferred. These include the offence of theft or fraud of money between bank accounts or from automated teller machines, for example.


With the spread of computer communications systems, computer users can log onto computers that offer discussion groups or message centres. It is through this medium, that persons committing fraud may place advertisements enticing persons to send them money for various reasons. This type of fraud is not different in technique than fraudulent offers received through the mail or telephone.


These forms of crime are really traditional crimes committed with the assistance of computers. They include offences such as theft, fraud and conversion (embezzlement) of property (e.g., money or a deposit credit), offences in relation to misuse of credit or bank cards, breach of trust or abuse of confidence, and forgery and related offences.


The new computer environment does not cause difficulties in respect of the commission of these traditional crimes. Canadian courts have held that anything that can be considered as property, including a credit in a bank account, can be the object of theft or fraud.
 The offence of fraud is not restricted to deceit of a person, but includes deprivation of property, money or valuable security “by deceit, falsehood or other fraudulent means.”
  The words “other fraudulent means” include other means which can properly be stigmatized as dishonest, and this concept does not require that there be some form of relationship or nexus between the accused and victim.
 Amendments in 1985 to the definition of “document” in s. 321 of the Criminal Code make it clear that the forgery offences apply to computer documents.

D. Unauthorized entry into or use of computers


There has been some debate over whether a computer hacker, or authorized user, who gains unauthorized access to a computer system, or particular files, with the purpose merely to browse files or use the processing power of the computer, and who does not actually damage any files or data, should be subject to criminal sanction. 


An analogy to unauthorized entry into or use of computers might be trespass onto private property, which is not a criminal offence, except under s. 177: “Every one who, without lawful excuse ... loiters or prowls at night ... near a dwelling-house” situated on private property commits an offence.

Another analogy might be the offence of being unlawfully in a dwelling-house or breaking and entering into a place. Both these offences require “intent to commit an indictable offence,” although the Code provides that evidence that an accused broke and entered a place or unlawfully entered or was in a dwelling-house is, “in the absence of evidence to the contrary” proof of the above conduct and that the accused intended to commit an indictable offence therein. The Code defines an entry to occur, in part, as soon as “any part of his body or any part of an instrument that he uses is within any thing that is being entered.” Due to the definitions of the key terms in these sections, these offences will not apply to unauthorized entry into computer systems.


The unauthorized access to computer systems has several implications beyond the possibility of the loss or destruction of data. For example, a computer hacker or authorized user of the system may have no right to examine information that may be contained in a computer. Further, the use of computer time may be a scarce resource to the organization and the hacker or user has no right to “steal” this time. A computer hacker may be using a communication link into the computer system that an authorized user cannot use, thus causing the loss of productivity. Computer hackers often trade account information on computer systems they break into. The computer hacker who originally compromised the computer system may pass this information to another hacker via an electronic bulletin board system. That second hacker may be more malicious and seek to destroy data on the compromised computer system.


A number of offences of general application have been held to apply in some circumstances. For example, where an account number has been assigned to a lawful user and a person falsely represents himself as having authority to debit the account and use computer time, the person may be prosecuted for fraud under section 380 of the Criminal Code. Prosecutions in respect of the offence of fraud have been successfully undertaken based on the monetary worth of the service debited to the lawful user’s account.
 Where a person falsely assumes the identity of a lawful user, a charge of personation under section 403 of the Criminal Code may be applicable.
 In some countries, such as the United States, general theft provisions have in some instances been held to be applicable to the “theft” of computer time, due to the particular nature of the wording of the provisions.
 In Canada, it is possible that a charge of theft of electricity may be possible under s. 326(1)(a) of the Criminal Code. However, it has been held that the offence of theft of telecommunication services, in s. 326(1)(b), is not directly applicable for the misappropriation of computer time, as a computer is not a “telecommunication facility.”


Since computer time or services has economic value, it is logical that its misappropriation should be sanctioned as equally as are the misappropriation of other things of value of which a person can be deprived. A specific prohibition was created in 1985 in respect of the obtaining of “computer services” if the services are acquired dishonestly and without a colour of right. Paragraph 342.1(1)(a) of the Criminal Code provides that it is an offence to fraudulently and without colour of right obtain, directly or indirectly, any computer service.


The obtaining of computer services or time is one aspect of the broader concept of unauthorized use of computer systems. Another issue is whether and to what extent should the law penalize the mere unauthorized use of a computer system? Unlike the obtaining of computer services or time, this type of use may not result in deprivation of use or of monetary value to the owner (other than electricity consumption costs). Essentially, the interest to be protected is the value of exclusive use of a computer system for its owner.


One advantage of criminalizing unauthorized use is that it attaches liability at a stage prior to the actual causation of more serious types of harm. Given the highly sensitive and critical uses to which computer systems can be employed, the potential for the manifestation of actual harm is great. However, any offence of “unauthorized use” would require safeguards to ensure that criminal sanctions only attach to those situations that are regarded by society as involving moral turpitude. Moreover, criminal liability should not attach to persons who, acting innocently, honestly believe that they have authority to use a computer.


Paragraph 342.1(1)(c) of the Criminal Code proscribes an offence of unauthorized use of a computer system. A number of safeguards distinguish criminal from non-criminal conduct. To be guilty, a person must act fraudulently and without colour of right. The concept of dishonestly imports that element of moral turpitude that gives crimes their special character, distinct from other unauthorized conduct. The addition of the concept “without a colour of right” (i.e., without an honest belief that one has a right) addresses the situation of the person who honestly, but erroneously, believes that he has the authority to use the computer system in the manner in which he actually used it.


In addition, there is a further requirement that the computer system be used with the intent to cause other types of computer abuses or harm. These abuses or harms include destruction of a computer system, destruction or alteration of data, interference with the lawful use of a computer system or data, unauthorized obtaining of computer services or interception of a function of a computer system. It would not be an offence to gain access to or otherwise use a computer system without the further intent to cause the types of harm specified.


These offences apply equally to outsiders and employees. Given these safeguards, it is important for employees and owners of computer systems to set ethical guidelines for users regarding proper and improper conduct in respect of the use of the computer systems. An honest, even through erroneous, belief in a right to use the computer system will always negate criminal liability.

E. Prohibited interception of communications of a computer


The intrusion into the computer system, interception of communications or gaining knowledge of other inner‑workings or functions of a computer system represents a violation of privacy, even if there is no alteration or destruction of, or interference with the use of data. This conduct is similar to interception of “private communications,” such as telephone or other conversations between two people, which is prohibited by section 184 of the Criminal Code. However, it is uncertain to what extent this provision would apply to all forms of computer communication, due to the requirement that the communication be between persons. As one author has commented:

... the ordinary laws prohibiting theft of telecommunication services or interception of private communications would not cover many instances of accessing or otherwise gaining knowledge of the communication of data or other internal processes (i.e, functions) of a computer system. The ordinary wiretap or electronic surveillance offence arguably applies where two persons, by means of telecommunication, link their computers together and communicate with one another. This law would probably not apply, however, to the following situations: communication between two computer systems belonging to the same person; two computers communicating with one another rather than with the persons who own them; one computer system communicating with itself; or communication between a computer and a person.


With the increasing inter‑relations, and difficulty in distinguishing, between telecommunication systems and computer systems, it was important that the law adequately protect both computer systems and their communications from unauthorized surveillance. Therefore, in 1985 paragraph 342.1(1)(b) of the Criminal Code was enacted. It provides that “every one who, fraudulently and without colour of right ... by means of an electromagnetic, acoustic, mechanical or other device, intercepts or causes to be intercepted, directly or indirectly, any function of a computer system ...” is guilty of an indictable offence or an offence punishable on summary conviction.” For the purposes of this provision “intercept” includes “listen to or record a function of a computer system, or acquire the substance, meaning or purport thereof.” The term “function” is defined to include “logic, control, arithmetic, deletion, storage and retrieval and communication or telecommunication to, from or within a computer system.”


Generally, one can only “intercept” a function of a computer system if there is some aspect of communication, either internal or external, engaged in by that system. This can include communications within the system or between systems, and even the reception of inadvertent electromagnetic broadcasting of radiation from computer peripherals.


Again, as with the other offences in section 342.1, the interception must occur “fraudulently and without a colour of right” (see earlier discussion). In Chapter 8, we discuss interception of private communications at greater length in the context of computer searches and privacy.

F. Trafficking in passwords, digital signatures and encryption keys


Computer and telecommunications security is often based on the use of some unique recognition system such as the use of a user account number followed by an individual password. Security can be further enhanced by encrypting data using an encryption key. An encryption key is a sequence of alphanumeric characters that is used by an encryption program to transform the data into an unreadable format. The data must be decrypted using the same or another encryption key in order to be readable again. Digital signatures are used as a means to authenticate a message as coming from a particular person or organization.


Computer hackers and other criminals want to obtain information about passwords, encryption keys and the like in order to make the compromising of computer systems easier to carry out. Once obtained, this information is often traded on computer bulletin-board systems in return for other password information. Recent information obtained by the Ottawa RCMP shows that bulletin board systems can contain files with complete password and account information that help computer criminals illegally access computer systems.


Often the forum in which this information is exchanged is clearly criminally oriented. For example, a computer bulletin board system may be run by a group of computer hackers, and much of the communication and information on that system is intended to help persons compromise computer systems.


At present, there is no law that specifically prohibits the distribution or trafficking in computer account and password information.


A similar situation has arisen in regards to the trafficking of credit card and payment card information. Interpol has considered this issue and a resolution urges national governments to prohibit the trafficking of credit card account information.


The Department of Justice is examining the possibility of enacting a new offence of unlawfully trafficking in computer passwords, digital signatures, encryption keys and credit card and payment card access numbers and codes. (It should be noted that while it is not a criminal offence, the Export and Import Permits Act sets out an Export Control List, which limits what kinds of items can be lawfully exported from Canada. Item 1150 on the list prohibits the export of certain encryption technologies.)

G. Possession of computer hacking tools


There is a host of computer software available through computer bulletin board systems and other fora that is designed to be used exclusively to facilitate the unauthorized use of computer systems. For example, “Demon Dialler” programs can be programmed to dial any telephone number in a specified range and record those numbers where a modem tone is detected. Other programs are designed to dial computer systems and try to break into accounts by using a master list of common passwords. Still others are designed to secretly record computer keystrokes in the hopes of obtaining account passwords or to manufacture easily destructive computer-virus programs. These programs are written by sophisticated computer programmers/hackers and many of these programs are as professional looking as any commercially available software.


There have been many cases where police have seized computer equipment as a result of a search warrant. These types of programs have been found on the seized computers. However, there is no authority for the police to erase such programs from seized computer equipment, as the programs in many cases are not illegal.


There is no law in Canada which prohibits the use, possession or distribution of computer hacking programs. However, where the program is such that it is primarily useful for obtaining the use of a telecommunication facility or service, its manufacture, possession, sale or distribution is prohibited by section 327 of the Criminal Code.
 Some people have urged that a similar offence should be enacted in respect of devices and programs the design of which is primarily useful to unlawfully access computer systems.


Analogous provisions are section 351 and 352 of the Criminal Code which make it an offence to possess any instrument suitable for the purpose of breaking into any place, motor vehicle, vault or safe, or coin-operated device or currency-exchange device under circumstances that give rise a reasonable inference that the instrument has been used or was intended to be used for any such purpose. The burden for proving the individual has a lawful excuse to possess such instruments is on the accused.

H. Summary


The Criminal Code creates a variety of offences that have general application, and can be useful in an electronic context. In addition, the Code has been amended a number of times in recent years to deal specifically with misuse of information technology. Computer sabotage, including the destruction of hardware and erasure, destruction or alteration of data or dissemination of computer viruses can be prosecuted under mischief provisions. The specific offence of mischief in relation to data requires that the conduct be wilful and without lawful excuse. For example, if an individual honestly, though mistakenly, believed that he or she had a right to alter or destroy data, this would not be mischief.


Electronic economic crimes can be prosecuted using traditional offences such as fraud, theft, forgery, breach of trust and so on. Amendments to the Criminal Code in 1985 make it clear that forgery applies to computer documents. Canadian courts have found that credit in a bank account, or anything else that can be considered property, will be protected by these provisions. 


Unauthorized entry into a computer system can be prosecuted as fraud if a person falsely represents him or herself to be as having authority to debit the account and use computer time. Where a person falsely assumes the identity of a lawful user, a charge of personation may be in order.


The Code makes it an offence to fraudulently and without colour of right to obtain any computer service, and to use a computer system in an unauthorized fashion. To be guilty of this latter offence, it is necessary that the person act fraudulently, without lawful excuse and with an intent to cause harm.


At present, there is no offence for distribution or trafficking in computer account numbers, passwords or encryption keys or for the use, possession or dissemination of computer hacking programs. However, the Code prohibits the manufacture, possession, sale or distribution of a program that is primarily useful for obtaining the use of a telecommunication facility or service.

c) PIPEDA Please refer to the website: http://www.prvcom.gc.ca 

d) Routing Protocol Comparison

	
	Distance-Vector or Link-State
	Interior or Exterior
	Classful or Classless
	Metrics Suported
	Scalability
	Convergence Time
	Resource Comsumption
	Supports Security? Authenticates Routes?
	Ease of Design, Configuration, and Troubleshooting

	RIP Version 1
	Distance-Vector
	Interior
	Classful
	Hop count
	15 hops
	Can be long (if no load balancing)
	Memory: low                     CPU: low                   Bandwidth: high
	No
	Easy

	RIP Version 2
	Distance-Vector
	Interior
	Classless
	Hop count
	15 hops
	Can be long (if no load balancing)
	Memory: low                     CPU: low                   Bandwidth: high
	Yes
	Easy

	IGRP
	Distance-Vector
	Interior
	Classful
	Bandwidth, delay, reliability,load
	255 hops (default is 100)
	Quick (uses triggered updates and poison reverse)
	Memory: low                     CPU: low                   Bandwidth: high
	No
	Easy

	Enhanced IGRP
	Advanced Distance-Vector
	Interior
	Classless
	Bandwidth, delay, reliability,load
	1,000s of routers
	Very quick (uses DUAL algorithm)
	Memory: moderate                        CPU: low                   Bandwidth: low
	Yes
	Moderate

	OSPF
	Link-State
	Interior
	Classless
	Cost (100 million divided by bandwidth on Cisco routers
	About 50 routers per area, about 100 areas
	Quick (uses link-state advertisements and hello packets)
	Memory: high              CPU: high         Bandwidth: low
	Yes
	Moderate

	BGP
	Path-vector
	Exterior
	Classless
	Value of path attributes and other configurable factors
	1,000s of routers
	Quick (uses update and keepalive packets, and withdraws routes)
	Memory: high              CPU: high         Bandwidth: low
	Yes
	Moderate

	IS-IS
	Link-State
	Interior
	Classless
	Configured path value, plus delay, expense, and errors
	1,000s of routers
	Quick (uses link-state advertisements)
	Memory: high              CPU: high         Bandwidth: low
	Yes
	Moderate

	RTMP
	Distance-Vector
	Interior
	NA
	Hop count
	15 hops
	Can be long
	Memory: moderate              CPU: moderate         Bandwidth: high
	No
	Easy

	AURP
	Distance-Vector 
	Interior or Exterior
	NA
	Hop count
	 15 hops on each side
	Pretty quick (supports summerization)
	Memory: low              CPU: moderate         Bandwidth: low
	Yes
	Moderate

	IPX RIP
	Distance-Vector
	Interior
	NA
	Ticks and hop count
	15 hops
	Pretty quick (uses immediate updates)
	Memory: moderate              CPU: moderate         Bandwidth: high
	No
	Easy

	NLSP
	 Link-State
	Interior
	NA
	Cost (an integer between 1 and 63) and bandwidth
	127 hops
	Quick (uses link-state packets and hierarchical routing)
	Memory: high              CPU: high         Bandwidth: low
	Yes
	Moderate
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